IS UTILITY 

IS PATENT APPLICATION 

|c TRANSMITTAL 

■ w(Only for new nonprovisional applications under 37 CFR 1.53(b)) 



Attorney Docket No. 



First Named Inventor or Application Identifier £ 



KIKUO NAITO, ETAL 



Express Mail Label No. 



APPLICATION ELEMENTS 

See MPEP chapter 600 concerning utility patent application contents. 



ADDRESS TO: 



Assistant Commissioner foWFetant^K^ 
Box Patent Application .£ 
Washington, DC 20231 



r~3~~| Fee Transmittal Form 

' ' ' (Submit an original, and a duplicate for fee processing) 

2. [~x] Specification Total Pages I 157 I 

3. Hxl Drawing(s) (35 USC 113) Total Sheets 131 I 



4. [x] Oath or Declaration Total Pages I 1 I 

a. I X I Newly executed (original or copy) 

b. I | Unexecuted for information purposes 

c. I | Copy from a prior application (37 CFR 1 .63(d)) 

(for continuation/divisional with Box 17 completed) 
[Note Box 5 below] 

i, | | DELETION OF INVENTOR(S) 

Signed Statement attached deleting 
t inventor(s) named in the prior application, see 

37 CFR 1.63(d)(2) and 1 .33(b). 

5. | | Incorporation By Reference (useable if Box 4c is checked) 

The entire disclosure of the prior application, from which a copy of 
the oath or declaration is supplied under Box 4c, is considered as 
being part of the disclosure of the accompanying application and is 
hereby incorporated by reference therein. 



6. 1 I Microfiche Computer Program (Appendix) 

7. Nucleotide and/or Amino Acid Sequence Submission 
(if applicabl e, all n ecessary) 

a. I I Computer Readable Copy 

b. I I Paper Copy (identical to computer copy) 

c. I | Statement verifying identity of above copies 



ACCOMPANYING APPLICATION PARTS 



8 | x I Assignment Papers (cover sheet & documents)) 



□ 



37 CFR 3.73(b) Statement 
(when there is an assignee) 



□ 



Power of Attorney 



I o. j | English Translation Document (if applicable) 
1 2. | I Preliminary Amendment 



Information Disclosure I I Copies of IE 
Statement (I DS)/PTO-1 449 Citations 



13 fx! RetUm Rece 'P t Postcard ( MPEP 503 ) 
' ' ' (Should be specifically itemized) 

14 I I SmallEnti ty I I Statement filed in prior application 
' ' ' Statements) StaTusstill proper and desired 



■a 



Certified Copy of Priority Documents) 
(if foreign priority is claimed) 



1 7. 'If a CONTINUING APPLICATION, check appr opriate box and supply the requisite information: 

1 j Continuation i 1 Divisional 1 1 Continuation-in-part (CIP) of prior application No. _ 



18. CORRESPONDENCE ADDRESS 



GT] CustomerNumberorBarCodeLabel | (Insert Customer No- on^icrfbar codti tabel tec) j or O Correspondence address below 



Address 



DC_MAIN 2208 v1 



CLAIMS 


(1)FOR 


(2) NUMBER FILED 


(3) NUMBER EXTRA 


(4) RATE 


(5) CALCULATIONS 




TOTAL CLAIMS 

(37 CFR 1.16(c)) 


64-20 = 


44 


X$ 18.00 = 


$ 792.00 




INDEPENDENT 
CLAIMS (37 cfr 1.16(b)) 


5-3 = 


2 


X$ 78.00 = 


$ 156.00 




MULTIPLE DEPENDENT CLAIMS (if applicable) (37 CFR 1.16(d)) 


$ 260.00 = 


$ 0.00 






BASIC FEE 
(37 CFR 1.16(a)) 


$ 760.00 


j Total of above Calculations = 


$1708.00 




Reduction by 50% for filing by small entity (Note 37 CFR 1.9, 1.27, 1.28). 






TOTAL = 


$1708.00 



en tity s ta 



Small en tity s tatus 

A Small entity statement is enclosed 

A small entity 
and desired. 

I | Is no longer claimed. 
I X | A check in the amount of $ 1708.00 to cover the filing fee is enclosed. 



A check in the amount of $ 40.00 



_ to cover the recordal fee is enclosed. 



I X I Fees required under 37 CFR 1.16. 
I I Fees required under 37 CFR 1.17. 
I I Fees required under 37 CFR 1.18. 



SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 


NAME 


Brian L. Klock - Reg. No. 36,570 


SIGNATURE 




DATE 


September 30, 1999 



BLKVmj 



DOMAIN 2208 v 1 



CFO 13894 US 



INFORMATION PROCESSING APPARATUS ENABLING ELECTRONIC 
WATERMARKING , AND COMMUNICATION NETWORK CONNECTABLE TO 
SUCH INFORMATION PROCESSING APPARATUS 

5 BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to an information 
processing apparatus that enables electronic 
watermarking, and a communication network that can be 

10 connected to such an information processing apparatus. 
Related Background Art 

To date, the functional performance of personal 
computers has been enormously improved, and the 
editing, referencing and printing processing required 

15 for image data have become comparatively simple tasks. 
In addition, since the use of networks, such as the 
Internet, is now widespread, and image data can thus be 
distributed and acquired easily and quickly, there has 
been a corresponding increase in the illegal use of 

20 image data, its editing and printing and its citing, 
done without the permission of the copyright holders. 

To protect copyrighted image data and to prevent 
the illegal use of such material, a method has been 
proposed that involves the use of so-called electronic 

25 watermarks. According to one conventional copyright 
protection method for which electronic watermarks are 
used, to prevent the illegal use of low-resolution 



images, which are employed for displays or as editing 
samples, visible electronic watermarks are uniformly 
applied so that the value of the original images is not 
impaired. For high-resolution images that are employed 
5 for printing or for download sales, invisible 

electronic watermarks consisting of copyright holders 1 
names or copyright display examples that can not be 
detected by human beings are also uniformly applied. 
Thereafter, the illegal use of the copyright material 

10 is prevented by notifying the provision of an 

electronic watermark. If an instance of illegal use is 
discovered, a detection means can be used to detect the 
electronic watermark, and the distribution route for an 
illegal image can be traced and unauthorized users 

15 identified. 

That is, with one conventional copyright 
protection method, when an image is registered in an 
image processing system, an electronic watermark is 
uniformly applied in accordance with the purpose of 

20 employment and regardless of the will of the copyright 
holder . 

However, when a number of images are handled for a 
plurality of copyright holders, the copyright 
protection measures that the individual copyright 
25 holders prefer will probably differ. For example, a 

first copyright holder may decide to abandon his or her 
copyright for a sample image and to permit the image to 
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be distributed free, but may request that a high- 
resolution image receive strict copyright protection; 
whereas a second copyright holder may request strict 
copyright protection not only for a high-resolution 
5 image but also for a sample image. In this case, the 
desires of individual copyright holders can not be 
precisely satisfied by the conventional method, whereby 
at the time images are registered the same system is 
used to uniformly provide electronic watermarks. 

10 Since conventionally an electronic watermark is 

applied only when an image if registered in an image 
supply system, which is responsible for the 
transmission of the data for the image to a plurality 
of users or print servers, if in some system illegal 

15 use is made of certain of this data, it is extremely 

difficult to trace the affected data because all copies 
of the image carry the same electronic watermark. 



SUMMARY OF THE INVENTION 
20 It is one objective of the present invention to 

provide an arbitrary electronic watermark prepared in 
accordance with a combination of various protection 
preferences and the purpose for which the data is to be 
employed. 

25 It is another objective of the present invention 

to provide for a copyright protective measures that 
precisely reflect the preferences of the copyright 



holder. 

It is an additional objective of the present 
invention, when image data are to be transmitted to a 
plurality of destinations, to provide protection for a 
5 copyright that facilitates the tracing of a route used 
for the illegal distribution of data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a diagram illustrating the arrangement 
10 of a system according to one embodiment of the present 
invention; 

Fig. 2 is a block diagram illustrating a system 
configuration for a center server, an image server or a 
client computer according to the embodiment of the 
15 present invention; 

Fig. 3 is a block diagram illustrating a system 
configuration for a print server according to the 
embodiment of the present invention; 

Fig. 4 is a diagram showing a modular arrangement 
20 for a center server according to the embodiment of the 
present invention; 

Fig. 5 is a diagram showing a modular arrangement 
for a client server according to the embodiment of the 
present invention; 
25 Fig. 6 is a diagram showing a modular arrangement 

for an image server according to the embodiment of the 
present invention; 



- 5 - 



Fig. 7 is a diagram showing a modular arrangement 
for a print server according to the embodiment of the 
present invention; 

Fig. 8 is a diagram showing the data structure of 
5 a printing order for data used for the embodiment of 
the present invention; 

Fig. 9 is a diagram for explaining an example 
image ID according to the embodiment of the present 
invention; 

10 Fig. 10 is an order status table according to the 

embodiment of the present invention; 

Fig. 11 is a server management table according to 
the embodiment of the present invention; 

Fig. 12 is an original image position management 
15 table; 

Fig. 13 is a diagram for explaining an example 
transmission data format used for the embodiment of the 
present invention; 

Fig. 14 is a diagram for explaining an example 
20 script written in a page description language used for 
the embodiment of the present invention; 

Fig. 15 is a flowchart showing the original image 
registration processing performed by the print server 
according to the embodiment of the present invention; 
25 Fig. 16 is a diagram for explaining example image 

registration information transmission data according to 
the embodiment of the present invention; 
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Fig. 17 is a flowchart showing the original image 
registration processing performed by the center server 
according to the embodiment of the present invention; 

Fig. 18 is a flowchart showing the print order 
5 submission and reception processing performed for the 
embodiment of the present invention; 

Fig. 19 is a diagram showing the image collection 
destination determining processing performed by the 
center server according to the embodiment of the 
10 present invention; 

Fig. 20 is a flowchart for a process, in the image 
collection destination determining processing performed 
for the embodiment of the present invention, for 
determining a collection destination for an original 
15 image that is to be printed; 

Fig. 21 is a flowchart showing the order status 
table updating process in the image collection 
destination determining processing performed according 
to the embodiment of the present invention; 
20 Fig. 22 is a flowchart showing the original image 

transmission processing performed by the image server 
or the print server according to the embodiment of the 
present invention; 

Fig. 23 is a diagram for explaining example 
25 contents for an original image transmission data file 
according to the embodiment of the present invention; 

Fig. 24 is a flowchart showing the image reception 
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processing performed by the center server according to 
the embodiment of the present invention; 

Fig. 25 is a flowchart showing the print order 
transmission processing performed by the center server 
5 according to the embodiment of the present invention; 

Fig. 26 is a flowchart showing the print order 
reception processing performed by the print server 
according to the embodiment of the present invention; 

Fig. 27 is a flowchart showing the printing 
10 processing performed by the print server according to 
the embodiment of the present invention; 

Fig. 28 is a flowchart showing the printing end 
processing performed by the center server according to 
the embodiment of the present invention; 
15 Fig. 29 is a detailed flowchart showing the 

printing processing performed by the print server- 
according to the embodiment of the present invention; 

Fig. 30 is a block diagram for explaining the data 
structure of a transmitting box according to the 
20 embodiment of the present invention; 

Fig. 31 is a block diagram for explaining the data 
structure of a receiving box according to the 
embodiment of the present invention; 

Fig. 32 is a diagram for explaining a transmission 
25 control information table in the -transmitting box, and 
a reception control information table in the receiving 
box according to the embodiment of the present 
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invention; 

Fig. 33 is a diagram for explaining a processing 
means information table in the receiving box according 
to the embodiment of the present invention; 
5 Fig. 34 is a flowchart showing the processing 

performed to register a transmission file in the 
transmitting box according to the embodiment of the 
present invention; 

Fig. 35 is a flowchart showing the data 
10 transmission/reception processing performed by the 

print server according to the embodiment of the present 
invention; 

Fig. 36 is a flowchart showing the data 
transmission/reception processing performed by the 
15 center server according to the embodiment of the 
present invention; and 

Fig. 37 is a diagram for explaining a watermark 
information management table according to the 
embodiment of the present invention. 

20 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
<System conf iguration> 

Fig. 1 is a diagram illustrating the overall 
arrangement of a system according to the preferred 
25 embodiment of the present invention. 

In Fig. 1, an information processing apparatus 101 
(a computer system in Fig. 2, constituting a CPU, a 
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ROM, a RAM and an HDD) is directly manipulated by a 
client, a user of the system of this embodiment, while 
he or she is at home, for example. The information 
processing apparatus 101 is hereinafter referred to as 
5 a client computer. 

The client computer 101 has a browser function for 
locating and displaying information, such as image 
data, stored by a network center server 102, which will 
be described later; an acquisition function for 

10 acquiring information for the client computer 101; and 
a forwarding function for dispatching to the center 
server 102 an image printing order for a print server 
121, which will be described later. 

The image printing order is hereinafter referred 

15 to as a print order or simply as an order. 

The information processing apparatus 102, which 
upon receiving a processing request, usually from the 
client computer 101, performs the requested processing, 
is hereinafter referred to as a center server. 

20 The center server 102 has a function for, upon 

receipt of a request from the client computer 101, 
holding an image to be transmitted to the client 
computer 101; and a function for receiving a print 
order from the client computer 101, collecting images 

25 based on image storage location information, and 

transmitting a printing instruction to print servers 
121 to 12N, which will be described later. 
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Information processing apparatuses 111 to UN each 
have a function for storing images, and, upon receiving 
a request from the center server 102, transmit stored 
images to the center server 102. These apparatuses 111 
5 to UN are hereinafter referred to as image servers. 

Information processing apparatuses 121 to 12N each 
has a function for printing images upon receiving a 
printing instruction from the center server, and a 
function for storing images that are to be printed and 
10 for, upon receiving a request from the center server 
102, transmitting stored images to the center server 
102. These apparatuses 121 to 12N are hereinafter 
referred to as print servers. 

It should be noted, however, that in some cases 
15 the print servers 121 to 12N may not include a function 
for storing images. 

A connection apparatus 103 connects the client 
computer 101, the center server 102, the image servers 
111 to UN, and the print servers 121 to 12N. The 
20 connection apparatus 103 is a network system, for 

example, a local area network (LAN) or the Internet, 
and is hereinafter referred to simply as a network. In 
this embodiment, the Internet is employed as the 
network 103, but for this invention another network 
25 system may be used. 

Physically, the same computer can be used as of 
the client computer 101, the center server 102, and 
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some of the image servers 111 to UN and the print 
servers 121 to 12N. 

<Block diagram for client computer, center server and 
image servers > 

5 Fig. 2 is a block diagram illustrating a system 

configuration for the individual information processing 
apparatuses in the embodiment of the present invention, 
in this embodiment, since the internal arrangements of 
the center server 102, the image servers 111 to UN and 

10 the client computer 101 do not differ, their common 
hardware arrangement will now be explained while 
referring to Fig. 2. 

In Fig. 2, a central processing unit (hereinafter 
referred to as a CPU) 1001 controls the information 

15 processing apparatus. 

A random access memory (hereinafter referred to as 
a RAM) 1002 is the main memory for the CPU 1001 and is 
an area wherein applications, executable programs, are 
stored and executed, and wherein data is stored. 

20 A read only memory (hereinafter referred to as a 

ROM) 1003 is used to store the operational procedures 
for the CPU 1001. The ROM 1003 includes a program ROM, 
for storing a basic operating system program (OS) that 
controls the individual sections of the information 

25 processing apparatus, and a data ROM, for storing 

information that is required to activate the system. 
An HDD 1009, which will be described later, may be 
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employed instead of the ROM 1003. 

A network interface (NETIF) 1004 controls the 
transmission of data performed by the information 
processing apparatuses via the network, and 
5 distinguishes between the connections effected by the 
information processing apparatuses. 

A video RAM (VRAM) 1005 is used to load an image 
that is to be displayed on the screen, on which the 
operating state of the information processing apparatus 
10 is shown, of a CRT 1006, which will be described later, 
and to control the image display. 

The display device 1006 is, for example, a display 
panel, and is hereinafter referred to as a CRT. 

A controller (KBC) 1007 controls signals received 
15 from an external input device 1008, which will be 
described later. 

The external input device 1008, which can be a 
keyboard or a pointing device such as a mouse, accepts 
instructions entered by a user for the information 
20 processing apparatus. The external input device 1008 
is hereinafter referred to as a KB. 

A hard disk drive (HDD) 1009 is used to store 
application programs and information such as image 
data. The application program for this embodiment is a 
25 software program that is executed to control the 

operation of the various individual processing means 
constituting the present invention. 
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An external input/output device 1010 is, for 
example, a floppy disk drive or a CD-ROM drive that is 
used to read the above described application program 
from a recording medium, a removable disk that can be 
5 loaded and unloaded- The external input/output device 
1010 is hereinafter referred to simply as an FDD. 

The application program and data that are stored 
on the HDD 1009 can also be stored on the FDD 1010. 

An input/output bus 1000 (an address bus, a data 
10 bus and a control bus) is used to connect the 
individual units described above. 
<Block diagram of print server> 

Fig. 3 is a block diagram illustrating the 
arrangement of the print server system according to the 
15 embodiment of the present invention. In Fig. 3, a CPU 
2001 controls an information processing apparatus that 
constitutes the print server. A RAM 2002 is the main 
memory for the CPU 2001 and is an area wherein 
applications, executable programs, are stored and 
20 executed, and wherein data is stored. 

A ROM 2003 is used to store the operating 
procedures for the CPU 2001. The ROM 2003 includes a 
program ROM for storing a basic operating system 
program (OS) for controlling the individual sections in 
25 the print servers, and a data ROM for storing 

information that is required to activate the system. 
An HDD 2009, which will be described later, may be 
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employed instead of the ROM 2003. 

A network interface (NETIF) 2004 controls the 
transmission of data, via the network, to another 
information processing apparatus, such as the center 
5 server 101 , and verifies the connection between the 
apparatuses . 

A VRAM 2005 is used to load an image that is to be 
displayed on the screen, on which the operating state 
of the print server is shown, of a CRT 2006, which will 
10 be described later, and to control the image display. 

The display device 2006 is, for example, a display 
panel, and is hereinafter referred to as a CRT. 

A controller (KBC) 2007 controls signals received 
from an external input device 2008, which will be 
15 described later. 

The external input device 2008, which can be a 
keyboard or a pointing device such as a mouse, accepts 
instructions entered by a user for the information 
processing apparatus. The external input device 1008 
20 is hereinafter referred to as a KB. 

A hard disk drive ( HDD ) 2009 is used to store an 
application program for controlling printing, and for 
the storage of information, such as image data. 

An external input /output device 2010 is, for 
25 example, a floppy disk drive or a CD-ROM drive that is 
used to read the above described application program 
from a recording medium, a removable disk that can be 
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loaded into and unloaded from the device. The external 
input /output device 1010 is hereinafter referred to 
simply as an FDD. 

The application program and data to be stored on 
5 the HDD 2009 can also be stored on the FDD 2010. 

A printer controller 2011 controls an external 
output device 2012, which will be described later, and 
manages images that are to be output . The printer 
controller 2011 is hereinafter referred to as a PRTC. 
10 The external output device 2012 is, for example, a 

printer, and is hereinafter referred to as a prt. 

An extended external input/output device 
controller 2013 controls an extended input/output 
device 2014 that will be described later, and is 
15 hereinafter referred to as a CTLR. 

The extended input /output device 2014 is a device, 
like a scanner that reads printed material, that 
performs an external image data input function. The 
extended input/output device 2014 is hereinafter 
20 referred to simply as a scanner. 

An input/output bus (an address bus, a data bus 
and a control bus) 2000 is used to connect the 
individual units described above. 
< Center server > 

25 Fig. 4 is a diagram illustrating the arrangement 

of the individual processing means in the center server 
102, and the data that are to be managed. In Fig. 4, 
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processing means application programs 401, 402, 403 , 
404, 405, 406 and 407 are read from the HDD 1009 or the 
FDD 1010 and are written in the RAM 1002 for 
employment. Data 411, 412, 413, 414, 415, 416, 417, 
5 418 and 419 are to be stored on the HDD 1009. 

Document service means 401 is an application 
program for performing a search of the HDD 1009 for a 
document (text, an image or a combination of the two) 
requested by the client computer 101 via a network, 

10 such as the Internet, and for facilitating the 

transmission of the document. The document service 
means 401 is generally called an Internet server 
program or a WWW server program, which is an 
application program whereby, in addition to 

15 transmitting a document, an application program stored 
in the HDD 1009 can be written to the RAM 1002 for use 
when a request is received from the client computer 
101, and whereby, when an external request is received, 
the ID of a user can be authenticated as needed to 

20 limit the data that is transmitted. 

Edit image service means 402 is an application 
program whereby, when a request for an image for 
display or for editing is received from the client 
computer 101, a search of a display/edit image storage 

25 device 411, which will be described later, is performed 
for the requested image, and whereby the image, if 
found, is transmitted via the document service means 
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401 to the client computer 101. 

Order receiving means 403 is an application 
program whereby a print order received from the client 
computer 101 is analyzed and the analyzation results 
5 are stored in an order management table 416, which will 
be described later, whereby the results obtained for 
the received order are transmitted via the document 
service means 401 to the client computer 101, and 
whereby image collection means 405 is read from the HDD 

10 1009 and written to the RAM 1002 in order to collect 
images to be used for the print order. 

The edit image service means 402 and the order 
receiving means 403 are application programs that are 
read from the HDD 1009 and written to the RAM 1002 by 

15 the document service means 401 in consonance with a 
request received from the client computer 101 . 
Generally, these means 402 and 403 are called CGI 
programs . 

Image registration means 404 is an application 
20 program read from the HDD 1009 and written to the RAM 
1002 for execution by center transmitting/receiving 
control means 407, which will be described later. One 
function of the image registration means 404 is the 
receiving, from the image server 111 or the print 
25 server 121, of position change data (new registration, 
deletion, copying or movement) for an image to be 
printed and an image to be edited, and for updating and 
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managing an original image location management table 
412, and a function whereby an image to be edited is 
stored in a display/edit image storage device 411, 
which will be described later. Also, the image 
5 registration means 404 has a function whereby, when 
position change data representing the moving of an 
image are to be printed, an image that has been 
received from the source image server 111, or the print 
server 121, is transmitted to the destination image 

10 server 111 or the print server via the center 
transmitting/receiving control means 407. 

Image collection means 405 is an application 
program that, in response to the receipt of an 
instruction from the order receiving means 403 or the 

15 center transmitting/receiving control means 407, is 

activated by being read from the HDD 1009 and written 
to the RAM 1002 for execution. The image collection 
means 405 includes a function for the determination of 
the storage location in an order management table 416, 

20 which will be described later, of an original image 
that is required for printing; a function for the 
transmission, via the center transmitting/receiving 
control means 407 to the image server 111 or the print 
server 121 that is specified as a storage destination 

25 by the preceding function, of a request to obtain an 
image to be printed; a function for the storage and 
management, in a temporary image storage device 414 
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that will be described later, of a print image that is 
received from the image server 111 or the print server 
121, and information for the removal from the print 
image of an electronic watermark, if the watermark was 
5 removably applied by the image server 111 or the print 
server 121; and a function, performed when the 
collection state is monitored and all the images to be 
printed are assembled for the print order, for the 
reading of the HDD 1009 order process management means 

10 406, which will be described later, and its writing of 
to the RAM 1002 for execution. 

The order process management means 406 is an 
application program that Is read from the HDD 1009 and 
written to the RAM 1002 for execution either by the 

15 image collection means 405 or by the center 

transmitting/receiving control means 407 . The order 
process management means 406 includes a function for 
employing print order data stored in the order 
management table 416 and print image data stored in the 

20 temporarily image storage device 414 to prepare print 
instruction data for the print server 121, and for 
transmitting the print instruction data, via the center 
transmitting/receiving control means 407, to the print 
server 121; and a function for receiving, from the 

25 print server 121, via the center transmitting/receiving 
control means 407, print end report data for updating 
the contents of the order management table 416. 
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The center transmitting/receiving control means 
407 includes: a function for managing data that are 
prepared by an application program, such as the image 
collection means 405 in the center server, and that are 
5 stored in a center transmitting box 418, which will be 
described later, and for, upon receiving a data 
transmission/reception start request from the image 
server 111 or the print server 121 via the NET IF 1004, 
entracting and transmitting data, which is stored in 

10 the center transmitting box 418, that is to be 

transmitted to the image server 111 or to the print 
server 121; and a function for storing in a center 
receiving box 419, which will be described later, data 
received from the image server 111 or the print server 

15 121, and for reading an application program, for 

analyzing and processing the received data, from the 
HDD 1009 and writing the program to the RAM 1002 for 
execution. 

Since the exchange of data with the image server 
20 111 or the print server 121 is performed following the 
receipt of a transmission/reception start request from 
the image server 111 or the print server 121, an 
optimal transmission/reception cycle an be provided by 
the network connection ( a continuous dedicated line 
25 connection, a temporary dial-up connection, etc.). 

The display/edit image storage device 411 is used 
for the storage of low-resolution images that a user 
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can employ. Data are so stored that upon receiving, 
via the document service means 401 and network browsing 
means 502, which will be described later, an image 
acquisition request from a user, a display image having 
5 the lowest resolution that can be displayed on the 
network browsing means 502 or an edit image for 
employment by data process means 501, which will be 
described later, can be provided. In accordance with 
data transmission limitations, based on user ID 

10 information stored in the document service means 401, 

an image file is stored in a directory for each user ID 
in the display/edit image storage device 411. Further, 
a table is stored to search for an image file that 
corresponds to an image ID, which will be described 

15 later while referring to Fig. 9. 

The original image location management table 412 
is a table for managing the storage location of an 
image to be printed, as will be described later while 
referring to Fig. 12. 

20 A server management table 413 is a table for 

managing information in the image server 111 and the 
print server 121, as will be described later while 
referring to Fig. 11. 

The temporary image storage device 414 is a spool 

25 for storing an image to be printed until the printing 
is completed. 

An order status table 415 is used to store an 
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order status to manage the process status of the print 
order, which will be described later while referring to 
Fig. 10. 

The order management table 416 is used to store 
5 print order data, which will be described later while 
referring to Fig. 8. 

The edit image location management table 417 has 
the same layout as the original image location 
management table 412, which will be described later 
10 while referring to Fig. 12, and is used to manage the 

names of paths for image files, which are stored in the 
display/edit image location device 411, and 
corresponding image IDs. 

The center transmitting box 418 and the center 
15 receiving box 419 store, on the HDD 1009, the data that 
are to be transmitted to and are received from the 
image server 111 and the print server 121. 
< Client computer > 

Fig. 5 is a diagram for explaining the arrangement 
20 of a client computer, an information processing 

apparatus that is actually used by a user. The data 
process means 501, the network browsing means 502 and 
the expansion means 503 are provided as application 
programs that are to be read from the ROM 1003, the HDD 
25 1009 or the FDD 1010, and are to be written to the RAM 
1002 for execution. 

Provided for the data process means 501 are a 
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function for preparing or editing a document, to 
include data for characters, graphics and images; a 
function for translating document data written using a 
page description language; and a function for obtaining 
5 from the center server 102, via the expansion means 503 
that is operated in the network browsing means 502, an 
image to be edited for preparing a print order, to 
include the edited page description language data, and 
for dispatching, via the explanation means 503, a print 

10 order to the center server 102. 

The network browsing means 502 is an application 
program (a general application program, such as a so- 
called Internet browser) whereby an external service 
can be obtained across the network from, for example, 

15 the Internet. 

The network browsing means 502 can expand its 
function by incorporating the expansion means 503 (a 
plug-in module), which is an application program added 
to the network browsing means 502. Since the network 

20 browsing means 502 is so provided that priority is 

given to the browsing of a document, such as an image, 
across the network, and to the transmission of the 
document to the client computer 101, the explanation 
means 503 is employed to interact with an external 

25 application program, such as the data process means 
501. 

The expansion means 503, an application program 
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stored on the HDD 1009 , can be employed by writing it 
to the RAM 1002 together with the network browsing 
means 502. The expansion means 503 includes a function 
for interacting with the network browsing means 502 and 
5 obtaining, from the network, data to be processed by 
the data process means 501; a function for displaying 
the received data on the CRT 1006; a function for 
transmitting the received data to the data process 
means 501; and a function for transmitting, to the 

10 network, print order data that are prepared by the data 
process means 501. 

The print order dispatching function of the data 
process means 501 may be performed by the order 
receiving means in the center server 102, and the data 

15 display function and the print order data transmission 
means of the expansion means 502 may be performed by 
the network browsing means 502. In this case, the data 
process means 501 and the expansion means 503 are not 
required for the present invention. 

20 < Image server > 

Fig. 6 is a diagram illustrating the arrangement 
of the process means and data to be managed in one of 
the image servers 111 to UN. In Fig. 6, process means 
601, 602, 603 and 604 are application programs that are 

25 read from the ROM 1003, the HDD 1009 or the FDD 1010 
and are written to the RAM 1002. 

A print image registration means 601 is an 
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application for, relative to a watermark information 
management table 615, registering, moving, copying and 
deleting an image and various information concerning an 
electronic watermark that is to be applied to the 
5 image. The print image registration means 601 

includes: a function for, in accordance with an 
instruction entered by an administrator at the KB 1008, 
reading the original image from an external storage 
device, such as a CD-ROM, and storing it in a print 

10 original image storage device 611, which will be 

described later; and a function for deleting an image 
in the print original image storage device 611. 

The print image registration means 601 also 
includes a function for updating an original image 

15 location management table 612, which will be described 
later, a function for generating a display/edit image, 
and a function for transmitting the display/edit image 
to the center server 102 via a local 

transmitting/receiving control means 603, which will be 
20 described later. In the process for storing the print 
original image and the process for generating an 
edit/display image, the watermark information 
management table 615 is searched. When the application 
of an electronic watermark to an image is designated, 
25 watermarking means 604, which will be described later, 
is activated and is requested to apply an electronic 
watermark . 
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Print image transmitting means 602 is an 
application program that includes a function for 
analyzing a print image transmission request that is 
received by the local transmitting/receiving control 
5 means 603, for employing the original image location 
management table 612 to obtain a required print image 
from the print original image storage device 611, and 
for transmitting the image via the local 
transmitting/receiving control means 603 to the request 

10 transmission source. This means 602, as well as the 
print image registration means 601, searches the 
watermark information management table 615 before 
transmitting the print image. When the application of 
an electronic watermark to the print image that is to 

15 be transmitted is designated, the watermarking means 
604 is activated and is requested to apply an 
electronic watermark. 

The local transmitting/ receiving control means 603 
includes: a function for managing data that are 

20 prepared by an application program, such as the print 
image registration means 601 in the image server, and 
are stored in a local transmitting box 613, which will 
be described later, for transmitting, via the NETIF 
1004, a transmission/reception start request to the 

25 center server 102, and for extracting and transmitting 
requested data held by the local transmitting box 613; 
and a function for storing the data received from the 
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center server 102 in a local receiving box 614, which 
will be described later, and for reading from the HDD 
1009 and writing to the RAM 1002, for execution, an 
application program for analyzing and processing the 
5 received data 

The watermarking means 604 is an application 
program that is activated by the print image 
registration means 601 and the print image transmitting 
means 602. This means 604 includes a function for, 

10 upon receiving a request from the print image 

registration means 601 and the print image transmission 
means 602, applying an electronic watermark to a 
requested image and transmitting the resultant image to 
the requesting means; and a function for, when an 

15 applied electronic watermark is removable, transmitting 
to the requesting sources information required for the 
removal of the electronic watermark. While the 
watermarking means 604 has a function for removing a 
visible watermark from an image, the image server does 

20 not need to remove such a visible watermark, so that 

this function can be separated and may not be mounted. 

The print original image storage device 611 is a 
device for storing an original image file having a high 
resolution that is used for a print image, and that is 

25 written on the HDD 1009 or on a removable disk for 

which data reading and writing is possible using the 
FDD 1010. 



- 28 - 



The original image location management table 612 
is a table for managing the path name of a print image, 
which will be described later while referring to Fig. 
12, and is stored as a database or a searchable file on 
5 the HDD 1009. 

The local transmitting box 613 and the local 
receiving box 614 store data to be transmitted to and 
received from the center server 102. 

The watermark information management table 615 is 
10 a table in which is stored a variety of information 
concerning an electronic watermark, which will be 
described later while referring to Fig. 37. The 
watermark information management table 615 is stored as 
a database or a searchable file on the HDD 1009 . 
15 <Print server > 

Fig. 7 is a diagram illustrating the arrangement 
of process means and managed data in one of the print 
servers 121 to 12N. In Fig. 7, process means 701, 702, 
703, 704, 705 and 706 are application programs that are 
20 to be read from the ROM 2003, the HDD 2009 or the FDD 
2010 and written in the RAM 2002. 

Order output management means 701 is an 
application program that manages the processing status 
of a print order transmitted by the center server 102. 
25 The order output management means 701 includes: a 

function for receiving a print order from the center 
server 102 via local transmitting/receiving control 
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means 703, which will be described later, and for 
analyzing the print order and storing the results in an 
order management table 711, which will be described 
later; a function for, upon receiving a print 
5 instruction entered by an operator at the KB 1008, 

preparing a print spool 712 for print data that will be 
described later, and for transmitting a print start 
instruction to print control means 702, which will be 
described later; and a function for receiving from the 

10 print control means 702 a print end notification, and 
for preparing print end notification data and 
transmitting it, via the local transmitting/receiving 
control means 703, to the center server 102. 

The print control means 702 is an application 

15 program that prepares a final print image and transmits 
it to the PRTC 2011 for printing. The print control 
means 702 includes: a function for editing the final 
print image by employing editing information and a 
print original image that are stored in the print spool 

20 712; a function for, when a removable, visible 

watermark is applied to the print original image, 
activating watermarking means 706, which will be 
described later, and requesting that it remove the 
visible watermark by using visible watermark removal 

25 information that is stored with the image in the print 
spool 712; and a function for, when the printing 
process is completed, transmitting a print end 
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notification to the order output management means 701. 

The local transmitting/receiving control means 703 
corresponds to the local transmitting/receiving means 
603 of the image server 111. The local 
5 transmitting/receiving control means 703 includes: a 
function for managing data that are prepared by an 
application, such as the order output management means 
701 in the print server, for transmitting a 
transmission/reception start request to the center 

10 server 102 via the NETIF 2004, and for extracting 

transmission data from a center transmitting box 713; 
and a function for storing in a local receiving box 
714, which will be described later, data that are 
received from the center server 102, and for reading, 

15 from the HDD 2009, an application program for analyzing 
and processing the received data and for writing the 
program in the RAM 2002 for execution. 

The print image registration means 704 is an 
application program that corresponds to the print image 

20 registration means 601 in the image server 111, and 
performs, relative to a watermark information 
management table 717, the new registration, moving, 
copying and deletion of various information concerning 
a print image and an electronic watermark that is 

25 applied to the image. This print image registration 

means 704 includes: a function for, upon receiving an 
instruction entered by an administrator at the KB 2008, 
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reading a print original image from an external storage 
device, such as a CD-ROM, by using the FDD 2010, and 
for storing the print original image in a print 
original image storage device 716, which will be 
5 described later; and a function for deleting an image 
from the print original image storage device 716. In 
addition, the registration means 704 includes a 
function for updating an original image location 
management table 715, which will be described later, a 

10 function for generating a display/edit image, and a 

function for transmitting to the center server 102, via 
the local transmitting/receiving control means 703, the 
original image location information and the 
display/edit image. 

15 In the process of storing a print original image 

and the process of generating an edit /display image, a 
search of the watermark information management table 
717 is performed by the print image registration means 
601. When the application of an electronic watermark 

20 to an image is designated, watermarking means 706, 
which will be described later, is activated and is 
requested to apply an electronic watermark. 

The print image transmitting means 705 is an 
application program that corresponds to the print image 

25 transmitting means 602 in the image server 111. The 
print image transmitting means 705 analyzes a print 
image transmission request received by the local 
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transmitting/receiving control means 703, employs the 
original image location management table 715 to obtain 
a required print image from the print original image 
storage device 716, and transmits the print image to 
5 the requesting transmission source via the local 

transmitting/receiving control means 703. This means 
705, as well as the print image registration means 704, 
searches the watermark information management table 717 
before the print image is transmitted. When the 

10 application of an electronic watermark to the print 
image that is to be transmitted is designated, the 
watermarking means 706 is activated and is requested to 
apply an electronic watermark. 

The watermarking means 706 is an application 

15 program that substantially corresponds to the 

watermarking means 604 in the image server 111, and is 
activated by the print control means 702, print image 
registration means 704 and the print image transmitting 
means 705. This means 706 includes: a function for, 

20 upon receiving a request from the print image 

registration means 704 and the print image transmitting 
means 705, applying an electronic watermark to an image 
and transmitting the resultant image to the requesting 
sources; a function for, when the applied electronic 

25 watermark is removable, transmitting to the requesting 
sources removal information for removing the watermark; 
and a function for, upon receiving a request from the 
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print control means 702, employing the visible 
watermark removing information to remove the removable 
visible watermark from the image. 

Since in the print server 121 a print image to 
which a removable, visible electronic watermark has 
been applied may be stored in the print spool 712, a 
function for removing a visible watermark is required. 

In this embodiment, the watermarking means has 
both a watermark application function and a watermark 
removal function; however, the application function and 
the removal function may be performed by separate 
means. In this case, the combined watermarking 
application means and watermarking removal means is 
simply called watermarking means in order to correspond 
to the explanation given for the above embodiment. 

The order management table 711 is a database, or a 
searchable file, that is be stored on the HDD 2009. 
Print order data, which will be described later while 
referring to Fig. 8, and an order status table related 
to the processing state of a print order, which will be 
described later while referring to Fig. 10, are stored 
in the order management table 711. 

The print spool 712 is used to temporarily store 
editing information and all the print original images 
that are required by the print control means 702 for 
printing, as well as visible watermark removal 
information, if a removable, visible watermark is 
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applied to the print original images. 

The local transmitting box 713 and the local 
receiving box 714 correspond respectively to the local 
transmitting box 613 and the local receiving box 614 in 
the image server 111, and store, on the HDD 2009, the 
data to be transmitted to and the data received from 
the center server 102. 

The original image location management table 715 
corresponds to the original image location management 
table 612 in the image server 111, and is used to 
manage the path name of a print image, which will be 
described later while referring to Fig. 12. The 
original image location management table 715 is stored 
on the HDD 2009 as a database or a searchable file. 

The print original image storage device 716 
corresponds to the print original image storage device 
611 in the image server 111, and is a high-resolution, 
original image file used for printing. This file is 
stored on a removable disk for which reading and 
writing is possible using the HDD 2009 or the FDD 2010. 

The watermark information management table 717 
corresponds to the watermark information management 
table 615 in the image server 111, and is used to store 
a variety of information concerning an electronic 
watermark, which will be described later while 
referring to Fig. 37. The watermark information 
management table 717 is stored on the HDD 2009 as a 
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data base or a searchable file. 

In -this embodiment, since the print original image 
and its management function are provided for the print 
server 121, additionally included in the print server 
12, in order to further reduce the transmission load, 
are the functions of the image server 111. It should 
be noted, however, that this embodiment can be 
implemented even if the print server 121 does not 
include the functions 704, 705, 715, 716 and 717, which 
correspond to the functions of the image server. 

When the NET IF 2004 of the print server 121, or 
the NETIF 1004 of the image server 111, and the network 
130 are replaced by a mobile communication system, a 
digital communication system, for example, one such as 
the Personal Handyphone System ( PHS ) in Japan or the 
DECT in Europe, this embodiment can be employed in the 
environment provided by the mobile communication 
system. 

<Watermark information management table> 

Fig. 37 is a diagram showing the data structure of 
the watermark information management table used for 
this embodiment. The watermark information management 
table is used to store information for the application 
of an electronic watermark to an image that is 
processed using this embodiment. When a print original 
image is to be registered in the print original image 
storage devices of the image servers 111 to UN and the 
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print servers 121 to 12N, data corresponding to 
instructions issued by a copyright holder are 
registered by the print image registration means 601 
and 704. At this time, the copyright holder can 
register data conforming to his or her intended 
purpose. During the registration of a print original 
image, the transmission of a print original image, and 
the transmission of a display/edit image, the 
registered data are searched for by the print image 
registration means 601 and 704 and the print image 
transmission means 602 and 705. When the pertinent 
data are obtained, the registered data are transmitted 
with the image to the watermarking means 604 and 706, 
which then apply an electronic watermark to the data. 
The data structure of the watermark information 
management table and the terms used in the table will 
now be described while referring to Fig. 37. 

In Fig. 37, an image ID 3701 is used to identify 
an image, and in this embodiment unique numbers are 
used, which will be described later while referring to 
Fig. 9. The same image ID is assigned to a plurality 
of image files located at a remote area if the same 
image is stored in these image files - 

Further, if there are two different intended 
purposes for the same image, such as display/edit and 
print, for both purposes the same image ID is assigned 
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The intended purpose for an image in this 
embodiment is entered in column 3702. Since images 
having the same image ID 3701 are further sorted in 
accordance with their intended purpose, an electronic 
5 watermark corresponding to the intended purpose can be 
applied. For this embodiment, there are three types of 
intended purposes for images: as a "print original 
image", which is to be stored in the print original 
image storage devices 611 and 716; as a "display/edit 

10 image", which is to be transmitted by the image servers 
111 to UN or the print servers 121 to 12N and is to be 
stored in the display/edit image storage device of the 
center server 102; and as a "print image", which is to 
be transmitted by the image servers 111 to UN and the 

15 print servers 121 to 12N and is to be used by the print 
servers 121 to 12N for printing. 

The timing for an electronic watermark application 
is entered in a column 3703. In this embodiment, two 
types of timings are used: an "AT REGISTRATION" 

20 timing, which represents the time at which the print 

image registration means 601 and 704 registered a print 
original image; and an "AT TRANSMISSION" timing, which 
represents the time at which the print image 
transmission means 602 and 705 generated an image. In 

25 this embodiment, both the "AT REGISTRATION" and the "AT 
TRANSMISSION" timings can be registered for one image 
ID which has a single intended purpose. Since at the 



- 38 - 



time at which the print image registration means 601 
and 704 register an image, a display/edit image is 
generated in order for it to be transmitted to the 
center server 102, the timing for the performance of 
the registration and the transmission correspond. At 
this time, the application of an electronic watermark 
is performed using the same timing and following the 
order established for the "AT REGISTRATION" and the "AT 
TRANSMISSION" timings. 

The type of electronic watermark application 
method is stored in a column 3704. In this embodiment, 
headings for three types of electronic watermarks are 
used: "INVISIBLE", which represents an invisible 
electronic watermark comprising data that is not 
visible; "UNREMOVABLE, VISIBLE", which represents a 
visible watermark comprising data that can not be 
removed; and "REMOVABLE, VISIBLE", which represents a 
visible watermark that can be removed from data by the 
watermarking means 604 and 706. 

In this embodiment, a system is employed that can 
provide the three electronic watermark types; however, 
other types of electronic watermarks may be employed. 

Data to which an electronic watermark has been 
applied are listed in a column 3705. In this 
embodiment, a character string is designated. In this 
data area, external reference data can be stored 
sequentially following an extension symbol. In this 
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case, the watermarking means 604 and 706 do not obtain 
the data stored in the data area, but instead obtain 
external data for application to an electronic 
watermark. In Fig. 37, a character string is 
5 specifically represented by " " , and the extension 
symbol is represented by #. While the applied data 
3705 in this embodiment is a character string, the form 
used for the applied data is determined in accordance 
with the electronic watermark that is employed. 

10 Therefore, if the data used for electronic watermarking 
are image data, the substance of the image data to be 
applied, or the path to an image data file is entered 
in the applied data column 3705. 

If the applied data form differs in accordance 

15 with the electronic watermarking method, as in the 

embodiment, data are represented by using a character 
string, and the data are changed to a form 
corresponding to the electronic watermarking method 
before an electronic watermark is applied to the data. 

20 Furthermore, the applied data column 3705 can be so 
designed that it is possible to enter a plurality of 
data forms, such as a character string and image data. 

When the above described data are entered in a 
single line in the watermark information management 

25 table, together they constitute a single record. An 
explanation will now be given for data strings 3711, 
3712, 3713, 3714, 3715, 3716 and 3717 in Fig. 37. 
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The data string 3711 represents watermark 
information for an image having "CANON/IS03/1998ABC002" 
for the image ID 3701 and "ORIGINAL IMAGE " for the 
intended purpose 3702, i.e., a print original image to 
be stored in the print original image storage devices 
611 and 716. That is, it means that the applied data 
3705 entry "COPYRIGHT 1998 abed" refers to an image for 
which the watermark type 3704 entry "INVISIBLE" had 
already been assigned at the time, as indicated by the 
applied timing 3703 entry, the image was registered by 
the print image registration means 601 and 704. 
Similarly, in the data string 3712 the entry "SAMPLE" 
refers to an unremovable, visible watermark that was 
applied to a display/edit image, for which the image ID 
3701 is " CANON/ IS03/199 8ABC002" , before the image was 
transmitted by the image servers 111 to UN or the 
print servers 121 to 12N. The data string 3713 is 
composed of data for external reference, and a print 
order that will be described while referring to Fig. 8 
is employed as the applied data. The data strings 3715 
and 3716 are composed of data for watermarks for a 
display/edit image having "CANON/IS03/1998ABC004" for 
the image ID 3701 and both "AT REGISTRATION" and "AT 
TRANSMISSION" timings. In the actual processing, as 
explained for the application timing 3703, the 
watermarks are applied at the same time following the 
order established for the applied timings 3703, "AT 
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REGISTRATION" and "AT TRANSMISSION" . 

In this embodiment, the time at which data are 
transmitted by the server for the registration of data 
is defined as the "transmission time". However, the 
5 timing for the application of an electronic watermark 
may be further sorted to a timing at which data are 
transmitted by the image server or the print server to 
the center server, and a timing at which data are 
transmitted by the center server to the print server. 

10 <Print order data> 

Fig. 8 is a diagram showing the data structure of 
the print order data processed for this embodiment. 
The print order data constitute a data assembly whereby 
a user dispatches order information for this 

15 embodiment. The print order data are stored in the 

order management table 416 by the order receiving means 
403 of the center server 102, and are employed by the 
order output management means 406 . The print order 
data are also stored in the order management table 711 

20 and employed by the order output management means 701 
of the print server 121. The structure used for the 
print order data and various terms used in this 
embodiment will now be described while referring to 
Fig. 8. 

25 A print order 801 in Fig. 8 is a unit with which a 

user dispatches a request for printing, and is 
identified by an order ID that is unique to this 
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embodiment- The print order 801 is constituted by one 
or more sub-orders 802, and includes, as print order 
information, the identifier of the print server the 
user desires to use. 
5 The order ID is a combination of the user ID of 

the user who dispatched the print order, the identifier 
(the IP address when connected to a network) of the 
client computer that received the order from the user, 
and the order submission time. 

10 Each sub-order 802 is a unit to be printed by the 

print server, and is identified by a sub-order ID, a 
unique sequential number (001, 002, . . . ) selected 
from a series and assigned in order, beginning at the 
top. A sub-order 802 is constituted by one or more 

15 order items 803, and includes, as sub-order 

information, the paper size and the number of output 
copies . 

An order item 803 is, for example, edit 
information 804 or an image ID 805, each of which is a 
20 constituent of the sub-order 802 . 

The edit information 804 is a script wherein the 
printing locations of the individual images are written 
using a page description language. 

The image ID 805 is used to identify an image to 
25 be printed, and serves as one of the order items 804 

that constitutes a sub-order 802. As will be described 
later while referring to Fig. 9, in the embodiment a 
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unique number is assigned as the image ID 805. It 
should be noted that the image ID is used to identify 
an image, and if the same image is stored in a 
plurality of image files at a remote area, the same ID 
5 is also assigned to those image files. 

Actually, a print order 801,. a sub-order 802 and 
an order item 803 include user information and charge 
information; however, as these data are not especially 
required for the description of this embodiment, no 
10 explanation for them will be given. 
<ID system> 

Fig. 9 is a diagram for explaining the image ID 
and the order ID for this embodiment . 

In Fig. 9, a delimiter (/) is used to separate 

15 into three portions an image ID 901, which is an 

identifier that is assigned to a print original image 
when it is registered. 

A center server name 911 is used to identify the 
center server 102. 

20 A server ID 912 is used to identify a server that 

has registered a print original image corresponding to 
the image ID. In this embodiment, the server ID 912 
indicates either the image server 111 or the print 
server 121. An identifier, which is uniquely assigned 

25 to the image server 111 or the print server 121 that is 
connected to the center server 102, is employed as the 
server ID 912. The center server 102 also has a server 
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ID. 

It should be noted that the server ID 912 is used 
to maintain the uniqueness of the image ID, and it does 
not always need to match the server ID of the server at 
5 which the original image is stored. 

A number 913 is assigned by the server that is in 
charge of registration, so that the original image that 
is registered can be uniquely identified. This number 
913 is prepared by using the time at which, for 
10 example, the registration process was started. 

As is described above, the data 911, 912 and 913 
are employed to maintain the uniqueness of a print 
original image for this embodiment. 

In addition, a delimiter (/) is used to separate 
15 into three portions an order ID 902 in Fig. 9. The 

order ID 902 is an identifier that is assigned by the 
center server 102 when a print order is received from a 
user. 

A user ID 914 is identifies the user who 
20 dispatched the print order. 

A server ID 915 is the server ID of the center 
server 102 that received the print order. 

A number 916 is assigned by the center server 102 
that performs the order receiving process in order to 
25 uniquely identify the received print order. The number 
916 is prepared by using, for example, the time at 
which the order receiving process was started. 
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As is described above, the data 914, 915 and 916 
are employed to maintain the uniqueness of the print 
original image. 
<Order status table> 
5 Fig. 10 is a diagram for explaining the order 

status table 415 used for this embodiment. The order 
status table 415 is stored as a database or a 
searchable file on the HDD 1009 at the center server 
102, and is used primarily by the image collection 

10 means 405 to manage the print image collection 

condition for each print order and to control the 
individual processes represented by flowcharts that 
will be described later. The order status table 415 
can be stored in the RAM 1002 of the center server 102. 

15 An order ID is entered in a column 201 in Fig. 10 

to identify a print order received by the center server 
102 that is currently being processed, or has already 
been processed. 

A component of an order identified by the order ID 

20 201 is entered in a column 202. In this embodiment, a 
sub-order ID for identifying a sub-order is entered. 

An image ID for a print original image is entered 
in a column 203, and is used by a component of a sub- 
order that is identified by the sub-order ID 202. 

25 An entry in a status column 204 represents a 

condition during which print original images, and 
images for a corresponding order and a corresponding 
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sub-order, are collected. A value is entered that 
indicates an "IMAGE COLLECTION ON" or an "IMAGE 
COLLECTION END" status. 

The sets of data 211, 212 213 and 214 are examples 
5 of the data that are entered in the order status table 
415. 

In Fig. 10, while a hyphen (-) is placed in a 
column for which no entry available, entries that 
represent the status of the preparations for the 

10 individual print images and the condition of each order 
or each sub-order are made in other columns. For 
example, entered in the fourth set of data 214 in Fig. 
10, are the order ID "USR1/PC1/0002" , the sub-order ID 
"0001", the image ID "CANON/PS5/199801050027 " , and the 

15 status " IMAGE COLLECTION END", which indicates that the 
print image data are already present at the center 
server 102 and are ready to be transmitted to the print 
server 121. 

Above, entered in the third set of data 213 is the 
20 sub-order "0001", the image ID "CANON/PS5/199801010758" 
and the status " IMAGE COLLECTION ON" , which indicates 
that the print image has not yet been prepared. Then, 
entered in the second set of data 212 is the sub-order 
"0001" and a second entry that indicates the print 
25 image has not yet been prepared, and entered in the 

first set of data 211 is the order ID "USR1/PC1/0002 " 
and a second entry that again indicates that the print 
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image has not yet been prepared. 

Although one print order can be maintained as a 
single data structure, in this embodiment, the data for 
one print order is stored by sorting it to the order 
5 management table and the order status table, so that 
the individual processes need not be drastically 
changed when the print order is subjected to an 
alteration such as the addition of information. 
<Server management table> 

10 Fig. 11 is a diagram for explaining a server 

management table used for this embodiment. The server 
management table is stored on the HDD 1009 of the 
center server 102 as a database or a searchable file 
for managing information for all of the image servers 

15 and print servers that are connected to the center 

server 102. In this embodiment, the server management 
table is used in the original image location 
determination process, which will be described later 
while referring to the flowchart in Fig. 15. The 

20 server management table can also be stored in the RAM 
1002 of the center server 102. 

In Fig. 11, a server ID 1001 is an identifier for 
uniquely identifying each of the image servers and 
print servers that are connected to the center server 

25 102. 

An image obtaining priority order 1102 is a 
numerical value that is used as a determination 
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reference when original images having the same image ID 
are stored in a plurality of image servers or print 
servers. The image obtaining priority order 1102 is 
set in advance as a value that is relative to the cost 
5 of transmitting image data to the center server during 
the collection of the original images, which will be 
described later. It should be noted that the 
transmission cost here is not just the immediate costs 
associated with the transmission of an image, but is 

10 the total cost, including ancillary expenditures such 

as for time expended, beginning with the reception of a 
request for an image from the center server 102 and 
continuing until the image is transmitted. The image 
obtaining priority order 1102 is a value ranging from 1 

15 to 999, and the lower the value the lower is the 

transmission costs associated with image acquisition. 

For example, a value of 100 is set for a server 
that is present on in the same LAN (Local Area Network) 
as the center server 102; a value of 200 is set for a 

20 server that is not present on the same LAN but is 

constantly connected to the network; and a value 300 is 
set for a server that is not present on the same LAN 
and is connected to the network not constantly but by 
dial-up. Further, a value obtained by adding 20 to 

25 these values is set for a server that has a high access 
frequency and low processing efficiency, though it is 
on the same LAN. 



- 49 - 



<Original image location management table> 

Fig. 12 is a diagram for explaining an original 
image location management table used for this 
embodiment. The original image location management 
5 table is stored as a database or a searchable file on 
the HDD 1009 of the center server 102, the HDD 1009 of 
the image server 111 and the HDD 2009 of the print 
server 121, and is used to specify the storage location 
of an original image required for printing using the 

10 individual flowcharts, which will be described later. 

It should be noted that data for available print images 
that are stored in all the image servers and the print 
servers connected to the center server 102 are entered 
in the original image location management table in the 

15 center server 102. Further, data for original images 

for printing that are stored on the HDD 1009 or the HDD 
2009, or on the FDD 1010 or the FDD 2010, are entered 
in the original image location management table of the 
image server or the print server. The original image 

20 location management table can be stored in the RAM 1002 
or the RAM 2002 of each server. 

In Fig. 12, an image ID 1201 is entered for an 
image that is available for printing. 

A user ID 1202 is entered for the owner of each 

25 print image, and is uniquely determined for each image 
ID. For an image that is available to users besides 
the owner for counter value or for free, no user ID is 
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entered for this column. 

A storage location 1203 entry represents the 
location at which the print image data for the 
pertinent image ID is stored. In the storage location 
management table in the center server 102, this storage 
location is represented by the server ID of the image 
server 111 or the print server 121 whereat the 
pertinent image is stored, or by the path name for the 
print image that is stored on the HDD 1009 of the 
center server 102. A plurality of values can be stored 
for one image ID. 

Additional information, such as the ID of a print 
order for a temporary file for printing, or original 
image file deletion control information, is stored in a 
column 1204. 

For the management table of the image server 111 
or the print server 121, entered in the additional 
information 1204 is the path name for a print image 
that is stored on the HDD 1009 or the HDD 2009 of the 
pertinent server. 

It should be noted that a registration date or an 
image size can be stored as another entry. 

The original image location management data 1211, 
1212, 1213 and 1214 sets are examples of the data that 
is to be entered in the original image location 
management table. The example in Fig. 12 is the 
original image location management table for the center 
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server 102. 

For example, the entries shown for the original 
image management data 1211 indicate that a user 
identified by the user ID "USR123" owns the print image 
5 data that is identified by the image ID 

"CANON/PS01/1998ABC001" , and that the pertinent print 
image data are stored on the HDD 2009 or the FDD 2010 
of a print server that is identified by the server ID 
"PS01" . 

10 The entries shown for the original image location 

management data 1212 indicate that the print image data 
identified by the image ID "CANON/IS01/1998ABC002" are 
stored as an image file, identified by the path name 
"E:¥spopl¥imagel. jpg" , on the HDD 1009 or the FDD 1010 

15 of the center server 102. As will be described later, 
it should be noted that when, as in the original image 
location management data 1212, a path name is entered 
as a storage location in the original image location 
management table in the center server 102, the 

20 pertinent print image file is temporarily stored for 
transmission to the print server. The image that is 
temporarily stored is owned by each print order that is 
identified in the additional information, and in this 
example, an image that such as this is indicated by the 

25 data entry "USR13345/CENTER/0001 " . 

The entries in the original image location 
management data 1213 and 1214 indicate that print image 
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data identified by the image ID "CANON/IS03/1998ABC003" 
are stored in both the image server "IS02" and the 
print server "PS07". 

It should be noted that only the path name in the 
5 image server 111 or the print server 121, as in the 
original image location management data 1212, or the 
volume name for a removable disk, such as a CD that can 
be loaded into the FDD 1010 or into the FDD 2010 for 
reading, and the original image location management 

10 data that includes the path name in the pertinent 

volume are entered in the storage location 1203 in the 
original image location management table of the image 
server 111 or the print server 121. 
transmission data format> 

15 Fig. 13 is a diagram for explaining a transmission 

data format used for this embodiment. The format shown 
in Fig. 13 is employed as a data file that is to be 
exchanged by the center server 102 and the image server 
111 or the print server 121. 

20 The "standard generalized markup language (SGML)", 

which conforms to the ISO08879 standards, is employed 
as the transmission data format for this embodiment. 

In Fig. 13, a transmission file 1301 is to be 
transmitted by the print server 121 to the center 

25 server 102, and a transmission file 1302 is to be 
transmitted by the center server 102 to the print 
server 121. 
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As is shown in the -transmission file 1301, "tags 
that represent the contents of various transmission 
data are provided between a start tag <CAML> and an end 
tag </CAML>. Portions 1311, 1312, 1313, 1314, 1315, 
5 1316, 1317 and 1318 are the transmitted data. When the 
data has a hierarchial structure like lower 
transmission data, the tag for lower transmission data 
is included between the start tag and the end tag for 
the pertinent data, as is shown by the tag <SUB0DR> for 

10 the data 1312. The first character string of each tag 
is the tag name is an identifier that represents the 
tag contents. 

One transmission file can include a plurality of 
transmission data sets of an arbitrary type. 

15 Transmitting/receiving header data 1311 identifies 

the transmission source server and the destination 
server for the data file, and is the first data 
provided in each transmission data file. One 
transmitting/receiving header 1311 is provided for each 

20 transmission data file. 

Order transmission data 1312 is used to transmit 
to the print server 121 a print order dispatched by a 
user. Since the order transmission data 1312 is used 
to transmit a print order 801 that has been described 

25 while referring to Fig. 8, the data 1312 includes 

<SUB0DR> and <0DRITEM> as lower tags in order to store 
the data structure of the print order 801 . 
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Original image transmission request data 1313 is 
used to transmit a request from the center server 102 
to the image server 111 or the print server 121 to 
transmit a print original image file. 
5 Image registration information transmission data 

1314 is used to transmit a request from the center 
server 102 to the image server 111 or the print server 
121 to newly register or delete a print original image. 

Transmitting/receiving header data 1315 correspond 
10 to the transmitting/receiving header data 1311. 

Original image registration process transmission 
data 1316 is used to transmit a request from the print 
server 121 to the center server 102 to newly register a 
print original image, to transmit a print original 
15 image to another print server or the image server 111, 
or to delete a print original image. 

Original image transmission data 1317 are used by 
the print server 121 to transmit a print original image 
to the center server 102, following the reception of 
20 the original image transmission request data 1313 from 
the center server 102. 

Print result notification data 1318 are used by 
the print server 121 to transmit the results of 
printing requested by print order to the center server 
25 102, following the reception of the order transmission 
data 1312 from the center server 102. 

Data 1321 represents an example where various data 
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are stored in a transmission data file. 

If a character, such as "<", is included in the 
data to be entered, the center transmitting/receiving 
control means 407, etc., may mistakenly identify it as 
5 the start of the transmission data tag during the 

analyzation of transmission data. Therefore, to store 
data other than the transmission data tag, the data are 
internally encoded as is shown in the data 1312. 

Data 1322 is an example where image data for a 
10 transmission data file are transmitted as a separate 

file. The file name of the pertinent file is stored as 

a parameter in the tag for the data 1322. 

<Script> 

Fig. 14 is a diagram for explaining an example 
15 script written in a page description language used for 
thi s embodiment . 

In Fig. 14, a document 1401 is prepared by the 
data process means 501 at the client computer 101 and 
is to be finally printed by the print server 102. 
20 Image data 1403 and 1402 are included in the document 
1401. In particular, the image data 1403 represents a 
removable, invisible watermark for which the watermark 
management information 3712 in Fig. 37 was used. 

A script 1402 is obtained when the data process 
25 means 501 converts the document 1401 into a page 

description language. The script 1402 is prepared by 
the data process means 501 of the client computer 101, 



- 56 - 



is transmitted via the center server 102 to the print 
server 102, and is analyzed by the print control means 
702. 

Since the data process means 501 edits a document 
5 by obtaining a low-resolution edit image from the 
center server 102, the amount of data transmitted 
across the network and the amount of memory required 
for editing can be reduced. 

The data process means 501 stores the image IDs of 

10 the image data 1403 and 1404 in the image description 

portion (the portion "imageO") in the script 1402. It 
should be noted, however, that, since the data process 
means 501 employs a low-resolution edit image and the 
print control means 702 employs a print original image, 

15 the path name of an image file used by the data process 
means 501 or the print control means 702 is written in 
a table corresponding to "imagetab( )" at the head of 
the script 1402. 
transmitting box> 

20 Fig. 30 is a block diagram for explaining the 

internal data storage structure in the center 
transmitting box 418 for the center server 102, the 
local transmitting box 613 for the image server 111, 
and the local transmitting box 713 for the print server 

25 121. Since the functions of the transmitting boxes 
418, 613 and 713 are the same, an explanation for a 
transmitting box 3001 in Fig. 30 will now be given. 
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The transmitting box 3001 is a data group that is 
to be stored on the HDD 1009 or the HDD 2009, and is 
stored by using, for example, a relational database 
that is available on the market. In this embodiment, 
5 however, a popular hierarchial file system (file 

storage method) is employed. This file system can 
store a file in a storage unit called a hierarchial 
directory. 

The transmitting box 3001 corresponds to the 

10 center transmitting box 418 of the center server 102, 

the local transmitting box 613 of the image server 111, 
and the local transmitting box 713 of the print server 
121. The transmitting box 3001 is a directory. 
A transmitting box 3002 for an individual 

15 destination is a lower directory (subdirectory) of the 
transmitting box 3001. The transmission data can be 
sorted and stored in accordance with each destination 
by providing as a directory name the server ID of a 
transmission destination. 

20 A transmitting control information table 3003 is a 

file that is to be stored in each transmitting box 
3002. Information, such as the file name of a data 
file 3004 that is to be transmitted, is stored in the 
transmitting control information table 3003. 

25 The transmitting data file 3004 has the data 

format shown in Fig. 13. A plurality of transmitting 
data files 3004 are stored in each of the transmitting 
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boxes 3002. 

A file 3005 has a format other than that shown in 
Fig. 13, and is referred to by using the tag <CAMLLINK> 
in the transmitting data file 3004. The file 3005 is 
5 hereinafter referred to as an image file. A plurality 
of image files 3005 are stored in each of the 
transmitting boxes 3002. 
<Receiving box> 

Fig. 31 is a block diagram for explaining the 

10 internal data storage structure of the center receiving 
box 419 for the center server 102, the local receiving 
box 614 for the image server 111, and the local 
receiving box 714 for the print server 121. Since the 
functions of the receiving boxes 419, 614 and 714 are 

15 the same, an explanation for a receiving box 3101 in 
Fig. 31 will now be given. 

The receiving box 3101 is a data group that is to 
be stored on the HDD 1009 or the HDD 2009, and is 
stored by using, for example, a relational database 

20 that is available on the market. In this embodiment, 
however, a popular hierarchial file system (file 
storage method) is employed. This file system can 
store a file in a storage unit called a hierarchial 
directory. 

25 The receiving box 3101 corresponds to the center 

receiving box 419 for the center server 102, the local 
receiving box 614 for the image server 111, and the 
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local receiving box 714 for the print server 121. The 
receiving box 3101 is a directory. 

A receiving box 3102 for an individual 
transmission source is a lower directory (subdirectory) 
of the receiving box 3101. The received data can be 
sorted and stored in accordance with each transmission 
source by using the server ID of the transmission 
source as a directory name. 

A process means information table 3103 is used to 
store the name of the process means that is to be 
activated, and an activation method that is in 
accordance with the tag, used for transmitting data in 
a transmitting data file 3105, when the file 3105 is 
received by the center transmitting/receiving control 
means 407, the local transmitting/receiving control 
means 503, or the local transmitting/receiving control 
means 703. 

A receiving control information table 3104 is a 
file to be stored in each receiving box 3102. 
Information, such as the file name of the received data 
file 3105, is stored in the receiving control 
information table 3104. 

The transmitting data file 3105 has the data 
format shown in Fig. 13. A plurality of transmitting 
data files 3105 are stored in each of the receiving 
boxes 3102. 

A file 3106 has a format other than that shown in 
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Fig. 13, and is referred to by using the tag <CAMLLINK> 
in the transmitting data file 3105. The file 3106 is 
hereinafter referred to as an image file. A plurality 
of image files 3106 are stored in each of the receiving 
boxes 3102. 

< Transmitting /receiving control information table> 

Fig. 32 is a diagram for explaining the data 
entries that are to be stored in the transmitting 
control information table 3003 and the receiving 
control information table 3104. Since data entries 
having the same values are stored in the transmitting 
control information table 3003 and the receiving 
control information table 3104, in the following 
explanation, these tables are collectively called a 
transmitting/receiving control information table. 

The transmitting/receiving control information 
table is used to store a plurality of data records, 
each of which is constituted by the data group shown in 
Fig. 32. Each data record is uniquely identified by 
the value of a transmitting file name 3201. 

The transmitting file name 3201 is the name of the 
transmitting data file 3004, the transmitting data file 
3105, the image file 3005, or the image file 3106. 

When the transmitting file name 3201 represents 
the image file 3005 or 3106, the name of the 
transmitting data file 3004 or 3105, including the tag 
<CAMLLINK> that indicates the pertinent image file, is 
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stored as a transmitting data file name 3202. When the 
transmitting file name 3201 represents the transmitting 
data file 3004 or 3105, no value is entered for the 
transmitting data file name 3202. 

In file size 3203 the number of bytes in a file 
represented by the transmitting file name 3201 is 
entered . 

A box stored time 3204 represents a date and time 
at which a file represented by the transmitting file 
name 3201 was stored in the transmitting box 3001 or 
the receiving box 3101. 

A transmitting end time 3205 represents a date and 
the time at which the transmission or the reception of 
a file represented by the transmitting file name 3201 
was completed . 

As is described above, the attributes of the 
transmitting data file 3004 or 3105, or the image file 
3005 or 3106, are stored in the transmitting/receiving 
control information table. 
< Process means information table> 

Fig. 33 is a diagram for explaining data entries 
that are to be stored in the process means information 
table 3103 in the receiving box 3101. 

A plurality of data records, each of which is 
constituted by the data group shown in Fig. 33, are 
stored in the process means information table 3103. 
Each data record is uniquely identified by the value of 
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a transmitting data tag name 3301. In this embodiment, 
it is assumed that a data record having the correct 
value is stored in advance in the process means 
information table 3103. 

The transmitting data tag name 3301 is used to 
identify the various transmitting data that were 
explained for the transmitting data format in Fig. 13. 

A method for starting the process means that 
should handle transmitting data identified by the 
transmitting data tag name 3301 is stored as a process 
means starting method 3302. If, for example, an 
application program is written in the RAM 1002 for 
execution, a starting method is employed whereby the 
program file name of that application program is stored 
and whereby the center transmitting/receiving control 
means 407, the local transmitting/receiving control 
means 603, or the local transmitting/receiving control 
means 703 reads the process means from the HDD 1009 or 
the HDD 2009 and writes it to the RAM 1002 for 
execution. 

Transferring data information 3303 is the name of 
a data entry that the center transmitting/ receiving 
control means 407, or the local transmitting/receiving 
control means 603 or 703, transmits from the RAM 1002 
or 2002 to the process means after the pertinent 
process means has been started in accordance with the 
process means starting method 3302. The name of the 
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data entry that is to be stored is, for example, the 
name of the transmitting data file 3105. 
< Explanation of operation> 

The overall operation performed for this 
embodiment will now be described while referring to 
Fig. 1. 

First, the image server 111 or the print server 
121 provides a print original image for a management 
identifier (image ID) before registering the image with 
the server, and registers watermark management 
information in accordance with an instruction issued by 
the holder of the copyright for the pertinent image. 

Then, the image server 111 or the print server 121 
registers the print; original image. The image server 
111 registers images available to all the users, such 
as images that are provided primarily by the 
corporations that operate the servers. The print 
server 121 registers mainly personal images available 
only to the pertinent user, but can register the same 
print image as that registered in the image server 111 
in order to reduce the load imposed by the transmission 
of the print image. 

Following this, both servers 111 and 121 prepare a 
display/edit image at a low resolution in order to 
browse or edit an image. During the registration of a 
print original image or the preparation of a 
display/edit image, an electronic watermark is provided 
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as needed, based on the watermark management 
information. 

The image server 111 or the print server 121 
transmits the display/edit image and the image 
registration information to the center server 102. The 
center server 102 stores the received display/edit 
image and the image registration information. 

A user employs the client computer 101 to obtain 
an available edit image stored in the center server 102 
and the information for the print servers 111 to UN, 
and designates a desired image editing process. Then, 
the user selects one or more images and a desired print 
server 121, and dispatches a print order to the center 
server 102. 

The center server 102 stores the information 
contained in the received print order, and employs the 
image registration information stored in the center 
server 102 to specify the storage location of a print 
image that is identified by the image ID included in 
the print order. The center server 102 then transmits, 
as needed, an image acquisition request to the image 
servers 111 to UN or to the print servers 121 to 12N. 

Upon receiving the image acquisition request, the 
image server or the print server employs the internally 
stored image registration information to specify the 
image that is to be transmitted, and transmits, to the 
center server 102, a print image to which an electronic 



watermark has been applied based on the watermark 
information. 

The center server 102 receives the print image 
from the image server or the print server and stores 
it. 

When all the print images required for the above 
print order are assembled at the center server 102 or 
at the destination print server 121, the center server 
102 transmits the print order and the print original 
image to the print server 121. 

Upon receiving the print order and the print image 
from the center server 102, and before performing the 
printing process in accordance with the print order, if 
a removable, visible electronic watermark has been 
applied to the print image, the print server 121 
removes it. Thereafter, the print server 121 transmits 
the print end notification to the center server 102. 

When the print end notification from the print 
server 121 is received, the center server 102 deletes 
the print images that were obtained via the print 
order, and updates the image registration information 
as needed . 

< Image registration in print server > 

The processing performed by the print server 121 
to register the print original image will now be 
described. The print server 121 is normally installed 
in a store such as a DPE shop, where generally image 
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data brought in by a user are registered using the 
system of this embodiment. 

The print server 121 employs the print image 
registration means 704 to register image data for the 
user and the watermark management information 
instructions that received from the holder of the 
copyright for the pertinent image. Then, the print 
server 121 employs the local transmitting/receiving 
control means 703 to transmit, to the center server 
102, data representing the registration information. 
The registration of the transmitting data relative to 
the transmitting/receiving control means 703 is 
performed by storing a transmitting data file in the 
local transmitting box 713. During this registration 
process sequence, an electronic watermark that 
corresponds with the intended purpose is applied based 
on the watermark information used by the watermarking 
means 706. 

The print image registration means 704 can not 
only register a new original image, it can also issue 
an instruction for the deletion of an original image 
that has been registered, and for moving or copying the 
original image to another print server 122 or to the 
image sever 112. 

In this embodiment, the user is supposed to have 
obtained in advance a user ID which permits the 
employment of this embodiment. 
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Fig. 15 is a flowchart showing the image 
registration processing performed by the print image 
registration means 704. The image registration 
processing performed by the print image registration 
means 704 will now be described while referring to Fig. 
15. 

At step SI 500, a user has obtained a user ID for 
this embodiment, which is confirmed by his or her 
membership certificate. The user ID is entered at the 
KB 2008 and is stored in the RAM 2002. 

At step S1501, the code used for identifying the 
contents of a process to be performed (hereinafter 
referred to as process code) is entered at the KB 2008, 
and is stored in the RAM 2002. 

At step S1502, the process code stored at step 
S1501 is examined. If the process code represents a 
"new registration", program control moves to step 
S1504. If the process code is not for a "new 
registration", program control moves to step S1503. 

At step SI 503, an image that is registered in the 
print server 121 is moved, copied or deleted, and 
program control then goes to step S1517. A detailed 
explanation of this process this will not be given for 
this embodiment. 

At step SI 504, before the new image registration, 
the print server 121 generates a unique value based on 
the time, and prepares for the pertinent image an image 
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ID as shown in Fig. 9 and stores it in the RAM 2002. 

At step S1505, in accordance with instructions 
entered by the copyright holder at the KB 2008, the 
timing for the application of an electronic watermark, 
an electronic watermark type and electronic watermark 
applied data for a new image that is to be registered 
are registered in the watermark information management 
table 717. If an electronic watermark does not need be 
applied, an instruction to that effect is entered at 
the KB 2008, so that the registration of the 
information in the watermark information management 
table is not performed, and program control thereafter 
advances to the next step. Since the acceptance of an 
image is effected by the actions taken at the above 
described steps, the main process for the registration 
of the image is started at the next step. 

At step S1506, an original image to be registered 
is read from a removable disk by the FDD 2010, and is 
written in the RAM 2002. Or, a printed image is read 
by the scanner 2014, and is written in the RAM 2002. 

At step S1507, image conversion for reducing the 
resolution, the image size and the file size is 
performed for the original image that was written in 
the RAM 2002 at step S1506, and a display/edit image is 
prepared. This image is stored as a temporary file in 
the RAM 2002 or on the HDD 2009. 

The display/edit image format prepared at step 
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SI 507 is changed into a format that can be processed by 
the data process means 501 and the expansion means 503 
of the client computer 101. The image format at this 
time is, for example, JFIF (JPEG Interchange Format), 
which is one of the image data formats that use the 
JPEG compression algorithm, to which additional 
information, such as a comment, can be written. As the 
additional information, the image ID for the pertinent 
image that is prepared and stored in the RAM 2002 at 
step SI 507 is written. 

At step SI 508, the watermark information 
management table 717 registered at step SI 50 5 is 
examined to find watermark management information in 
which the application timing the registration time for 
the print original image, and the registration time or 
the transmission time is for the display/edit image 
prepared at step S1507. It should be noted that in 
this embodiment, since the timing at which the 
registration server transmits the image is defined as 
the transmission time, and the timing at which the 
image is registered or generated during the new 
registration process is defined as the registration 
time, data available for both the registration time and 
the transmission time can be found for the display/edit 
image. As a result of the search, information 
concerning the presence/absence of the above described 
three data types is stored in the RAM 2002. 
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At step S1509, a check is performed to determine 
whether the watermark registration information is 
present when the print original image stored in the RAM 
2002 is registered. When the watermark management 
information is present, it is assumed that an 
electronic watermark is to be applied, and at step 
S1510, the electronic watermark is applied to the print 
original image when that image is registered. If it is 
determined that the copyright holder did not feel that 
the application of an electronic watermark was 
necessary for the print image when it is registered, 
program control goes to step SI 511 because the 
registration of watermark management information was 
not performed at step S1505. 

At step S1510, at the time of registration an 
electronic watermark is applied to the print original 
image. First, from among the data for the pertinent 
image ID, watermark management information for which 
the intended purpose is the application of a watermark 
to a "print original image", and the application 
timing, which is the "registration time", is read from 
the watermark information management table 717 and 
stored in the RAM 2002. The operation of the 
watermarking means 706 is then started. The request 
that the watermarking means 706 apply an electronic 
watermark is conveyed by providing it the location in 
the RAM 2002 of the image read at step SI 506 and of the 
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watermark management information stored therein, and 
the output destination of the image after the 
electronic watermark has been applied. 

In this embodiment, the resultant image is output 
by transmitting its location to the RAM 2002. A 
request submitted to the watermarking means 706 for the 
above information may be issued using the standard 
method provided by an application program that 
implements this means, or by a notification method that 
is specifically designated. Furthermore, although in 
this embodiment the RAM 2002 is used as the image 
input /output area, the HDD 2009 or a removable disk in 
the FDD 2010 may be employed for storing the image 
file, or a combination of the RAM 2002 and such a disk 
may be employed. 

The watermarking means 706 applies an electronic 
watermark to the received image based on the watermark 
management information, and outputs the resultant image 
to the RAM 2002, which is designated by the print image 
registration means 704. After the electronic watermark 
has been applied to the image, the watermarking means 
706 transmits an end notification to the print image 
registration means 704. The processing is thereafter 
terminated . 

If the watermark type used by the watermarking 
means 706 is a removable, visible watermark, the 
removal information for that watermark is also output. 
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In this embodiment, the RAM 2002, the HDD 2009 or the 
FDD 2010 can be employed as an output destination for 
the removal information as well as for the image. If a 
format, such as the JFIF format, that includes a 
comment area is used for the image data, the removal 
information can be stored in the comment area. 

In this embodiment, the method used for embedding 
image data in the comment area will now be described, 
while the simplicity of data distribution and an easy 
explanation of this embodiment are the prime object. 

When the print image registration means 704 
receives an electronic watermark application end 
notification from the watermarking means 706, the print 
image registration means 704 deletes the watermark 
management information from the output destination RAM 
2002. 

At step S1511, if an electronic watermark is 
applied to a print original image, the resultant print 
original image that is stored in the RAM 2002 is 
recorded on the HDD 2009 or on a removable disk on the 
FDD 2010. If an electronic watermark is not provided, 
the print original image read at the step S1506 is 
recorded. The storage location is designated by the 
manager of the print server 121 using the KB 2008, and 
is stored in the RAM 2002. 

At step S1512, a check is performed to determine 
whether the watermark management information when the 
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display/edit image stored in the RAM 2002 is registered 
is present or not. If the watermark management 
information is present, it is assumed that application 
of an electronic watermark is to be performed, and 
program control goes to step S1513. At step S1513, at 
the registration time, an electronic watermark is 
applied for the display/edit image. If a copyright 
holder determines that an electronic watermark is not 
necessary to be applied for the display/edit image at 
the time of registration, program control moves to step 
S1514 because registration of the watermark management 
information is not performed at step S1505. 

At step S1513, at the registration time, the 
electronic watermark is applied for the display/edit 
image in the substantially same manner as at step 
S1510. 

First, from among the data for the pertinent image 
ID, watermark management information for which the 
intended purpose is the application of a watermark to a 
"display/edit image", and the application timing, which 
is the "registration time", is read from the watermark 
information management table 717, and is stored in the 
RAM 2002. The operation of the watermarking means 706 
is then started. The watermarking means 706 is 
requested to apply an electronic watermark by providing 
it the location in the RAM 2002 of the image generated 
at step S1507, or the name of the temporary file 
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prepared on the HDD 2009, and of the watermark 
management information stored therein, and the output 
destination of the image after the electronic watermark 
has been applied. 

The watermarking means 706 applies an electronic 
watermark to the received image based on the watermark 
management information, and outputs the resultant image 
to the RAM 2002 that is designated by the print image 
registration means 704. After the electronic watermark 
has been applied to the image, the watermarking means 
706 transmits an end notification to the print image 
registration means 704. The processing is thereafter 
terminated . 

Upon receiving the end notification from the 
watermarking 706, the print image registration means 
704 deletes the watermark management information in the 
output destination RAM 2002. 

At step S1514, a check is performed to determine 
whether the watermark management information when the 
display/edit image stored in the RAM 2002 is 
transmitted is present or not. If the watermark 
management information is present, it is assumed that 
application of an electronic watermark is to be 
performed, and program control goes to step S1515. At 
step S1515, at the transmission time, an electronic 
watermark is applied for the display/edit image. If a 
copyright holder determines that an electronic 
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watermark is not necessary to be applied for the 
display/edit image at the time of transmission, program 
control moves to step S1516 because registration of the 
watermark management information is not performed at 
step S1506. 

At step SI 515, at the time of transmission, the 
electronic watermark is applied to the display/edit 
image in the substantially same manner as at step 
S1513. First, from among the data for the pertinent 
image ID, watermark management information for which 
the intended purpose is the application of a watermark 
to a "display/edit image", and the application timing, 
which is the "transmission time", is read from the 
watermark information management table 717 and is 
stored in the RAM 2002. The operation of the 
watermarking means 706 is then started. The 
watermarking means 706 is requested to apply an 
electronic watermark by providing it the location in 
the RAM 2002 of the image generated at step SI 507 or of 
the image output if the process at step S1513 was 
performed, or the name of the temporary file prepared 
on the HDD 2009, and the location in the RAM 2002 of 
the watermark management information stored therein, in 
addition to the output destination of the image after 
the electronic watermark has been applied. 

The watermarking means 706 applies an electronic 
watermark to the received image based on the watermark 
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management information, and outputs the resultant image 
to the RAM 2002 that is designated by the print image 
registration means 704. After the electronic watermark 
has been applied to the image, the watermarking means 
706 transmits an end notification to the print image 
registration means 704. The processing is thereafter 
terminated . 

Upon receiving the end notification from the 
watermarking means 706, the print image registration 
means 704 deletes the watermark management information 
stored in the RAM 2002. 

At step SI 51 6, the image generated at step SI 507 
is stored as the display/edit image in the local 
transmitting box 713 if neither of the processes at 
steps S1513 and S1515 was performed. If only the 
process at step S1515 was not performed, the image to 
which an electronic watermark was applied at the time 
of the registration at step S1513 is stored in the 
local transmitting box 713. If the process at step 
S1515 was performed, however, the image to which an 
electronic watermark was applied at the transmission 
time is stored in the local transmitting box 713. 

The user ID, the image ID and the storage location 
of the original image, which were stored in the RAM 
2002 at steps S1500, S1504 and S1511, are entered in 
the original image location management table 715 in 
Fig. 12. The path name of the original image file 
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stored at step S1511, or the volume name and the path 
name for a removable disk, is entered at the storage 
location 1202. 

At step S1517, the image registration information 
transmitting data shown in Fig. 16 are prepared by 
employing the user ID and the image ID, which were 
stored or prepared at the above steps, the path name of 
an image file that is stored in the local transmitting 
box 713, and the server ID of the print server 121 
stored in advance on the HDD 2009. The obtained data 
are stored in the RAM 2002. 

At step S1518, the number of original images to be 
processed for the pertinent user is examined. If there 
is one or more unprocessed original images remaining, 
program control returns to step SI 501. 

At step S1519, all the image registration 
information transmitting data, which were prepared and 
stored in the RAM 2002 at step SI 5 17, are combined to 
form a transmitting data file. The transmitting data 
file is then stored in the local transmitting box 713, 
and together with the display/edit image is transmitted 
to the center server 102. As is shown in Fig. 13, the 
transmitting control information (TRANS tag) is 
additionally provided at the head of the transmitting 
data file. 

If the image storage location in the print server 
121 is to be moved or copied, only the data in the 
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original image location management table 715 need be 
updated, and the preparation and the transmission of 
the image registration information transmitting data 
are not performed. 

Fig. 16 is a diagram showing the example image 
registration information transmission data that are 
prepared at step S1517. The tag <REG> represents image 
registration information transmitting data, and "OPE" 
represents the process code (for a new registration, 
deleting, moving, or copying) for the transmitting of 
data. Parameters "ID", "CUST" and "SHOP" represent an 
image ID, a user ID and a server ID for the print 
server 121. 

" . /im012345. jpg" is the path name of an image file 
that is stored in the local transmitting box 713 at 
step S1519. It should be noted, that since the image 
file need not be transmitted when the process code is 
"delete", this entry is not prepared. 
< Image registration by image server > 

The processing performed by image server 111 for 
registering a print original image will now be 
described. Generally, original images available to all 
the users, such as commercially available images for 
counter value or images provided for free, are 
registered in the image server 111. These images can 
be brought in by a copyright holder or his or her agent 
using a removable disk, such as a CD. 
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The image server 111 employs the print image 
registration means 601 to register the above image 
data, and employs the local transmitting/receiving 
control means 603 to transmit, to the center server 
102, data representing the registration information. 
The data to be transmitted are registered in the 
transmitting/receiving control means by storing a 
transmitting data file in the local transmitting box 
613. 

Since the process performed by the print image 
registration means 601 is substantially the same as 
that performed by the print image registration means 
704 at the print server 121, which was previously 
explained while referring to Fig. 15, only the 
differences between the two will be described by using 
the flowchart in Fig. 15 and the transmitting data in 
Fig. 16. 

First, the print image registration means 601 does 
not perform the process at step SI 500, because the 
process makes no distinction based on "user", and all 
the users can obtain a display/edit image from the 
client computer 101 to use. 

In addition, in the process at step S1504 for 
numbering the image ID, the owner 1202 entered in the 
original image location management table 612 is not 
compared with the user ID, and no limitation is placed 
on the use of an image display. 
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Further, "the "CUST" parameter in Fig. 16 is not 
prepared for the image registration information 
transmitting data that is prepared at step S1517. 

The processes other than these are performed in 
the same manner as they are for the print image 
registration means 704 of the print server 121. 
<Image registration by center server> 

The image registration process performed by the 
center server 102 will be described while referring to 
Fig. 4. In this process, by using the image 
registration information transmitting data and the 
display/edit image that are transmitted during the 
above described image registration processes performed 
by the print server 121 and the image server 111, the 
image information is registered in the center server 
102. In the following explanation, a tag or a 
parameter enclosed by angle brackets (< >) is a value 
in the transmitting data shown in Fig. 13 or 16. 

First, the center transmitting/receiving control 
means 407 receives the image registration information 
transmitting data and the display/edit image file from 
the image server 111 or the print server 121, and 
stores them in the center receiving box 419. The image 
file to be stored here may be a file to which an 
electronic watermark has been applied by the image 
server 111 or the print server 121. 

Then, the center transmitting/receiving control 
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means 407 sequentially analyses the data files that are 
stored in the center receiving box 419. If the image 
registration transmitting data ( the tag <REG> ) is 
included, the transmitting data are extracted from the 
data file and are stored in a temporary file in the HDD 
1009. 

Following this, the image registration means 404 
in the center server 102 is read from the HDD 1009 and 
is written to the RAM 1002 for execution. The file 
name of the temporary file for the transmitting data 
that are stored in the HDD 1009, and the server ID of 
the transmission source that is written in the tag 
< TRANS > at the first of the data file, are transmitted 
to the image registration means 404. 

Fig. 17 is a flowchart for explaining the image 
registration process performed by the image 
registration means 404 of the center server 102. The 
image registration means 404 reads the image 
registration information transmitting data from the 
image server 111 or the print server 121, and employs 
that information to update the original image location 
management table 412. 

The image registration means 404 opens the 
transmitting file that corresponds to the file name of 
the temporary file that is transmitted by the center 
transmitting/receiving control means 407 at the time of 
activation. The image registration means 404 analyzes 
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and stores the contents of the file, and performs the 
processing shown in Fig. 17. This processing will now 
be described while referring to Fig. 17. 

At step S1701, the process code for the image 
registration information transmitting data in the RAM 
2002 is examined. If the code specifies a new 
registration ("NEW"), program control advances to step 
S1702. If the process code does not specify a new 
registration, program control goes to step S1704. 

At step S1702, the image ID (parameter <ID>) 
written in the image registration information 
transmitting data, and the server ID of the 
transmission source, which is transmitted by the center 
transmitting/receiving control means 407 at the time of 
activation, are additionally entered as new data in the 
original image location management table 412. At this 
time, if the user ID (parameter "CUST" ) is included in 
the image registration transmitting data, its value is 
entered in the owner column 1202 for the data added to 
the original image location management table 412. 

At step S1703, image file tag <CAMLLINK> in the 
image registration information transmitting data is 
analyzed. The display/edit image file represented by 
the tag is extracted from the center receiving box 419, 
and is moved to the display/edit image storage device 
411. At this time, if the user ID (parameter "CUST") 
is included in the image registration transmitting 
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data, the extracted image file is stored in a 
directory, for which the number of accesses each user 
is permitted can be limited by the document service 
means 401. If the user ID is not written in the image 
registration transmitting data, the image file is 
stored in a directory that all the users can refer to. 

At step S1703, the path name of the display/edit 
image file stored in the above process, and the 
corresponding image ID are stored as new data in the 
edit image location management table 417. 

At step S1703, if the information for an image to 
be displayed and the information for an image to be 
edited are written as different image files in the 
image registration information transmitting data, these 
image files are processed separately. The information 
for the image to be displayed and the information for 
the image to be edited are stored in different 
directories . 

At step SI 704, processes for activities other than 
registration, the moving, the copying and the deleting 
processes, are performed. A detailed explanation for 
them will not be given. 

transmitting file registration process> 

Fig. 34 is a flowchart showing the transmitting 
file registration processing performed by the center 
server 102, the image server 111, or the print server 
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In the transmitting file registration process, a 
data file to be transmitted is registered in the 
transmitting box 3001. The individual means, such as 
the image collecting means 405, in the center server 
102, the image server 111 or the print server 121 
control this process. For these means, it is assumed 
that data to be transmitted have been prepared and can 
be stored as the transmitting data file 3004 having the 
format shown in Fig. 13, and that the server ID of the 
transmission destination server is stored in the RAM 
1002 or the RAM 2002. 

Further, the process time and a random number 
value are included in the file names of the 
transmitting data file 3004 and the image file 3005, so 
that these files are prevented from corresponding 
identically to files that have already been stored. 

At step S3401, the data to be transmitted are 
stored, as the transmitting data file 3004, in the 
transmitting box 3002 for the transmission destination 
corresponding to the destination server ID that is 
stored in the RAM 1002 or 2002. 

At step S3402, the transmitting/receiving control 
information shown in Fig. 32 is prepared by using the 
file name of the data file 3004 stored at step S3401, 
the file size and the current process time. The 
obtained control information data are written in the 
transmitting control information table 3003. 
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At step S3403, a check is performed to determine 
whether the tag <CAMLLINK> is present in the 
transmitting data. If the tag is present, program 
control goes to step S3404. If the tag is not present, 
the processing is thereafter terminated. 

Until the processing for all the image files has 
been completed, the processes at steps S3404 and 3405 
are repeated the number of times that is equivalent to 
the count of the image files that are represented by 
the tag <CAMLLINK> in the transmitting data. 

At step S3405, the transmitting/receiving control 
information data in Fig. 32 are prepared by using the 
name of the image file 3005 stored at step S3404, the 
name of the transmitting data file 3004 stored at step 
S3401, the file size of the image file and the process 
time. The obtained data are written in the 
transmitting control information table 3003. 
<Data transmitting/receiving process in print server> 

The center server 102 and the print server 121 can 
communicate with each other across the network 103 
using a dial-up connection or a dedicated connection. 
An arbitrary network configuration can be employed for 
the network 103, and in this embodiment the popular 
Internet is employed. Further, an arbitrary protocol 
can be used for the transmission procedures (the 
protocol) for the network 103. In this embodiment. 
Hyper Text Transport Protocol (HTTP) and File Transfer 
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Protocol (FTP), which are widely employed for the 
Internet, are used. The local transmitting/receiving 
control means 703 of the print server 121 and the 
center transmitting/receiving control means 407 of the 
center server 102 employ the above method to connect to 
each other, via the network 103, for the transmission 
and the reception of data. It should be noted that the 
method used to make the connection between the print 
server 121 and the center server 102 is established in 
advance in the print server 121. 

Fig. 35 is a flowchart showing the data 
transmitting/receiving process performed by the local 
transmitting/receiving control means 603 of the image 
server 111, or the local transmitting/receiving control 
means 703 of the print server 121. Since the same 
process is performed by the local 

transmitting/receiving control means 603 and 703, the 
local transmitting/ receiving control means 703 of the 
print server 121 is employed for the following 
explanation. The process performed by the center 
transmitting/receiving control means 407 of the center 
server 102, which corresponds to the above process, 
will be described later, while referring to Fig. 36. 

"Message" in Fig. 35 and in the following 
explanation represents text data that includes the 
server ID of the print server 121 and a process 
request, and is transmitted or received using HTTP. 
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FTP is employed for file transmission/reception. 

When an operator enters an instruction at the KB 
2008, or in accordance with a time interval that is 
designated in advance, the local transmitting/receiving 
control means 703 of the print server 121 is read from 
the HDD 2009 and written to the RAM 2002 for execution. 

At step S3501, in accordance with the method that 
is established in advance for use by the print server 
121 when connecting with the center server 102, a 
connection request forwarded to the center server 102 
using a dial-up connection, is issued to establish a 
connection with the center server 102. Then, a message 
is transmitted to the center server 102 to request the 
directory names of the receiving box 3102 and the 
transmitting box 3002 used for the print server 121. 
Following this, a message that includes the requested 
directory names is received from the center server 102, 
and is stored in the RAM 2002. 

The processes at steps S3502 to S3508 are 
repetitively performed for data files that have not yet 
been transmitted, i.e., the transmitting control 
information data for which no values have been entered 
in the transmitting data file name 3202 and the 
transmitting end time 3205, for the data stored in the 
transmitting control information table 3003 of the 
transmitting box 3002 that is to be used for the center 
server 102. It should be noted that the transmitting 
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control information data are to be processed in the 
ascending order in consonance with the values entered 
in the box stored time 3204, i.e., in the order in 
which the data were stored in the transmitting box. 
5 At step S3502, transmitting control information 

data for one case, which concerns data files that have 
not yet been transmitted, are read from the 
transmitting control information table 3003 of the 
transmitting box 3002 used for the center server 102. 

10 The obtained transmitting control information is stored 
in the RAM 2002. 

At step S3503, the transmitting data file 3004, 
which is represented by the file name 3201 in the data 
that is stored at step S3 5 02, is read. The 

15 transmitting data file 3004 is then transmitted, so 

that it is stored in the directory of the receiving box 
3102 for the center server 102 that is stored at step 
S3501. 

At step S3504, the current time is entered as the 
20 transmitting end time 3205 for the transmitting control 
information data that is stored at step S3502. The 
transmitting control information data are employed to 
overwrite data in the transmitting control information 
table 3003 that have the same transmitting file name 
25 3201 as have the pertinent transmitting control 
information data. As a result, the transmitting 
control information table 3003 is updated. 
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The processes at steps S3505 to S3507 are 
repetitively performed for the transmitting control 
information data, in the transmitting control 
information table 3003, for which the transmitting data 
file name 3202 is the same as that for the transmitting 
control information data stored at step S3502. 

At step S3505, one set of transmitting control 
information data that satisfies the above condition is 
extracted from the transmitting control information 
table 3003 and is stored in the RAM 2002. Then, the 
image file 3005 that is represented by the transmitting 
file name 3201 is obtained. Thereafter, the image file 
is transmitted, so that it is stored in the directory 
of the receiving box 3102 of the center server 102 that 
is stored at step S3 5 01. 

At step S3506, a message is transmitted as 
notification that the file, including the transmitting 
control information data stored at step S3505, has been 
transmitted . 

At step S3507, the current time is set in the 
transmitting end time 3205 of the transmitting control 
information data stored at step S3505. Then, the 
transmitting control information data are employed to 
overwrite data for which the transmitting file name 
3201 in the transmitting control information table 3003 
is the same as that for the pertinent transmitting 
control information data. As a result, the 
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transmitting control information table 3003 is updated. 

At step S3508, a message is transmitted as 
notification that the transmission of the file has been 
completed, to include the transmission of the 
transmitting control information data that is stored at 
step S3 505 and that is currently being processed. 

At step S3509, the transmitting control 
information table 3003, in the receiving box 3102 used 
for the print server 121, is received as a file from 
the center server 102 and is stored in a temporary area 
on the HDD 2009. 

The processes at steps S3510 to S3517 are 
repetitively performed for data files that have not yet 
been received, i.e., the receiving control information 
data for which no values have been entered in the 
transmitting data file name 3202 and the transmitting 
end time 3205, of the data stored in the transmitting 
control information table that is received from the 
center server 102 and is stored on the HDD 2009 at step 
S3509. It should be noted that the transmitting 
control information data are to be processed in the 
ascending order of the values entered in the box stored 
time 3204, i.e., in the order in which the data were 
stored in the receiving box. 

At step S3 5 10, transmitting control information 
data for one case, which concerns data files that have 
not yet been received, are read from the transmitting 
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control information table 3003 that is received from 
the center server 102. The obtained transmitting 
control information is stored in the RAM 2002. 

At step S3511, the transmitting data file, which 
5 is represented by the file name 3201 in the data that 

is stored at step S3510, is received. The transmitting 
file is stored as the transmitting data file 3105 in 
the receiving box 3102 used for the center server 102. 
At step S3512, the current time is entered as the 
10 transmitting end time 3205 for the transmitting control 
information data that is stored at step S3510. The 
transmitting control information data are added to the 
receiving control information table 3104 in the 
receiving box 3102 used for the center server 102. 
15 The processes at steps S3513 to S3515 are 

repetitively performed for the transmitting control 
information data that are received from the center 
server 102 and that have the same transmitting data 
file name as have the transmitting control information 
20 data stored at step S3510. 

At step S3 5 13, one set of transmitting control 
information data that satisfies the above condition is 
read from the temporary area of the HDD 2009 used at 
step S3509, and is stored in the RAM 2002. Then, the 
25 image file that is represented by the transmitting file 
name 3201 is obtained, and is stored as the image file 
3106 in the receiving box 3102 used for the center 



server 102. 

At step S3 5 14, a message is transmitted as 
notification that the reception of the file has been 
completed, to include the transmitting control 
information data that is stored at step S3505. 

At step S3515, the current time is entered as the 
transmitting end time 3205 for the transmitting control 
information data that is stored at step S3513. The 
transmitting control information data are added to the 
receiving control information table 3104 in the 
receiving box 3102 used for the center server 102. 

At step S3516, a message is transmitted as 
notification that the reception of the file has been 
completed, to include the transmitting control 
information data that is stored at step S3510. 

At step S3517, the data file 3105 that is received 
and stored at step S3511 is read and written to the RAM 
2002 to analyze the contents of the file, and all the 
transmitting data tags, such as the tag <0RDER> in Fig. 
13, are extracted. Next, the process means information 
table 3103 is examined using the individual values of 
the data tags, and the process means information data 
are extracted for which the transmitting data tag name 
3301, in the process means information table 3103, is 
the same as the value of the extracted transmitting 
data tag. Then, the pertinent process means is 
activated in accordance with the process means start 
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method 3302 and the transferring data information 3303 
in the extracted process means information data. 

At step S3518, if the dial-up connection with the 
center server 102 has been established, the print 
serv er 121 is disconnected from the center server 102. 

At step S3519, the transmitting control 
information table 3003, of the transmitting box 3002 
used for the center server 102, is examined to delete 
the transmitting control information data for which the 
transmitting end time 3205 falls before a period that 
is set in advance and is based on the current time. 
Further, the transmitting data file 3004, or the image 
file 3005 that is represented by the transmitting file 
name 3201, is deleted from the table 3003. It should 
be noted that the transmitting control information data 
and the files are not deleted immediately after they 
have been transmitted, so that they can be re- 
transmitted if a transmission failure should occur. 

When the process for the transmitting data file 
3105 is completed, a process means, such as the order 
output management means 701, that was started at step 
S3517 deletes, from the receiving box 3101, the 
transmitting data file and the image file 3106 that 
occupies a lower position than does the data file. 
Further, the process means also deletes the data for 
which the transmitting file name 3201, in the receiving 
control information table 3104, is the same as that of 
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the file that was deleted above. 

In this embodiment, if the data 
transmission/reception process is halted due to a 
network malfunction, the pertinent process is performed 
again, from the beginning. In this case, the re- 
transmission or the reception of an image file that has 
been transmitted or received is not performed. 
<Data transmitting/receiving process in center server> 

Fig. 36 is a flowchart for explaining the data 
transmitting/receiving process performed by the center 
transmitting/receiving control means 407 of the center 
server 102 . 

To start the processing, the center 
transmitting/receiving control means 407 receives a 
message from the local transmitting/receiving control 
means 603 of the image server 111, or the local 
transmitting/receiving control means 703 of the print 
server 121. In this embodiment, a method, for which 
HTTP is used as the transmission protocol, is employed 
whereby the document service means 401 receives the 
message, and writes the center transmitting/receiving 
control means 407 in the RAM 1002 for the execution of 
the data transmitting/receiving process. The 
activation method is the same as that employed for the 
edit image service means 402, and the actual data 
transmission/reception is performed by the document 
service means 401. The data to be transmitted and 
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received data are exchanged by the document service 
means 407 and the local transmitting/receiving control 
means 703 via the RAM 1002. The transmission/reception 
process is terminated when one message has been 
processed . 

In Fig. 36, at step S3601, the message received 
from the document service means 401 via the RAM 1002 is 
analyzed to examine the contents. 

At step S3602, a check is performed to determine 
whether the contents of the message obtained at step 
S3601 are the same as those of the message that is 
transmitted at step S3501 in Fig. 35 requesting the 
receiving box directory name. If the message is a 
request for the directory name, program control 
advances to step S3603. If the message is not such a 
request, program control goes to step S3604. 

At step S3603, the server ID, which is included in 
the message analyzed at step S3 601 for the image server 
111 or the print server 121, which is the message 
transmission source, is employed to find the directory 
names of the transmitting box 3002 and the receiving 
box 3102 that correspond to the server ID. These 
directory names are then transmitted as a reply to the 
document server means 401 via the RAM 1002. 

At step S3604, a check is performed to determine 
whether the contents of the message obtained at step 
S3601 are the same as those of a message that is 
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transmitted at step S3505 or S3508 in Fig. 35 as 
notification that the transmission of a file has been 
completed. If the message is a notification that the 
transmission of a file has been completed, program 
control advances to step S3605. If the message is not 
such a notification, program control moves to step 
S3609. 

At step S3605, the transmitting control 
information data that is included in the message 
analyzed at step S3 501 is also entered in the receiving 
control information table 3104. 

At step S3 606, the transmitting data file name 
3202 of the transmitting control information data, 
which is included in the message at step S3501, is 
examined. If a value is not entered as the data file 
name, program control goes to step S3607. If a value 
is entered as the data file name, the processing is 
thereafter terminated. 

At step S3607, the data file 3105, which 
corresponds to the data file name 3201 included in the 
message at step S3501, is read and written to the RAM 
1002. The contents of the data file 3105 are analyzed, 
and all the transmitting data tags, such as the tag 
<REG> in Fig. 13, are extracted. 

At step S3608, the process means information table 
3103 is examined by using the values of the 
transmitting data tags to extract the process means 
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information data for which the transmitting data tag 
name 3301 has the same value as has the transmitting 
tag that is extracted in the above process. Then, the 
pertinent process means is activated in accordance with 
the process means start method 3302 and the 
transferring data information 3303 of the extracted 
process means information data. 

At step S3609, a check is performed to determine 
whether the contents of the message examined at step 
S3 601 are the same as those of a message that is 
transmitted at step S3512 or S3515 in Fig. 35 as 
notification of the completion of the reception of a 
file. If the message is a notification of the 
completion the reception of a file, program control 
advances to step S3610. If the message is not such a 
notification, the processing is thereafter terminated. 

At step S3610, the receiving control information 
table 3104 is examined by using the transmitting file 
name 3201 of the transmitting/receiving control 
information data that is included in the message 
analyzed at step S3501. The current date and time are 
entered as the transmitting end time for the pertinent 
transmitting control information data. 

At step S3611, the transmitting control 
information table 3003 for the transmitting box 3002, 
which is included in the message analyzed at step S3601 
and which is for the message transmission source 
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server, is examined. Then, the transmitting control 
information data is deleted for which the transmitting 
end time 3205 falls before a period that was set in 
advance and is based on the current time. Further, the 
transmitting data file 3004 or the image file 3005 that 
is represented by the transmitting data file name 3201 
is deleted from the table 3003. It should be noted 
that the transmitting control information data and the 
file are not deleted immediately after they have been 
transmitted, so that the data or the file can be re- 
transmitted if a transmission malfunction should occur. 

The center transmitting/receiving control means 
407 may be continuously resident in the RAM 1002, so 
that it can communicate directly with the local 
transmitting/receiving control means 603 or 703, 
without the document service means 401 being required. 
In this case, the transmission of data is constantly 
awaited. And when data are received, the process is 
repeated whereby the processing in Fig. 36 is performed 
and the wait for the transmission of data begins again. 
<0rder dispatching process> 

Fig. 18 is a flowchart for explaining the 
processing for the dispatching of a print order by the 
client computer 101, and the processing for receiving 
an order at the center server 102. 

The network browsing means 502 of the client 
computer 101 and the document service means 401 of the 
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center server 102 communicate with each other using 
Hyper Text Transfer Protocol (HTTP) and File Transfer 
Protocol (FTP), which are the transmission protocols 
that are generally employed on the Internet. The data 
5 processing means 501 and the expansion means 503 

exchange data by using inter-process communication 
function. 

At step S1801, the user employs the data process 
means 501 to read the network browsing means 502 from 
10 the HDD 1009, to write it to the RAM 1002 for 

execution, and to connect the means 502 to the center 
server 102. In addition, the network browsing means 
502 reads the expansion means 503 from the HDD 1009 and 
writes it to the RAM 1002 for execution. 
15 At step S1802, the user enters a user ID and a 

password for authentication by the document service 
means 401 of the center server 102. If the identity of 
the user is not verified, the document service means 
401 assumes an entry error was made and does not 
20 perform the following process. 

At step S1803, the document service means 401 
reads the edit image service means 402 from the HDD 
1009, and writes it in the RAM 1002 for use. The edit 
image service means 402 examines the edit image 
25 location management table 417 to find an available 
image for the pertinent user, and returns, to the 
expansion means 503, the image ID of the pertinent 
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image and the URL (an addressing system that the 
network browsing means 502 and the expansion means 503 
can refer to). The available image for the user is 
either an image that is owned by the pertinent user and 
has been registered by the print server 121, or an 
image that has been registered by the image server 111 
and is available for all users. Since there are a 
plurality of images to be processed, the user may enter 
a display condition at the KB 1008, and the expansion 
means 503 may transmit the condition to the edit 
display service means 402, so that the number of image 
IDs and the number of URLs to be transmitted by the 
edit display service means 402 to the expansion means 
503 can be reduced. 

At step S1804, the expansion means 503 employs the 
URL obtained from the edit display service means 402 at 
step SI 803 to request that the document service means 
401 service the image. The document service means 401 
extracts the display/edit image file that is designated 
by the display/edit image storage device 411, and 
transmits it to the expansion means 503. Thereafter, 
the expansion means 503 displays the received image 
file on the CRT 1006 via the network browsing means 
502. 

At step S1805, the user uses the KB 1008 to select 
a desired image from the images displayed on the CRT 
1006 at step S1804. The expansion means 503 then 
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transmits, to the data process means 501, a 
display/edit image file that corresponds to the 
selected image and image ID. The data process means 
501 stores the display/edit image file in the temporary 
area of the HDD 1009, prepares a correlation table for 
the image ID and the stored image file name, and stores 
the table in the RAM 2002. It should be noted that 
this table may not be prepared. That is, if, for 
example, the JFIF format, to which additional 
information can be written, is used for the display 
edit image file, when the image server 111 or the print 
server 121 generates an image, or when an image is to 
be transmitted by the center server 102 to the client 
computer 101, the table can be replaced by writing the 
image ID in the display/edit image file. 

The processes at steps S1803 to S1805 are repeated 
until all the images desired by the user have been 
fetched to the data process means 501. 

At step S1806, the user enters an instruction at 
the KB 1008 for the data process means 501, and uses 
the edit images fetched at step S1805 to prepare 
document data for a print image. The document data is 
a document 1401 shown in Fig. 14, and the edit images 
obtained at step S1805 are displayed as image data 1403 
and 1404 on the CRT 1006. For the edited document 
data, the data process means 501 prepares the script 
data 1402, shown in Fig. 14, wherein the editing 
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contents are written. The data process means 501 
examines the table that is stored at step S1805 for the 
edit image files and the image IDs, or reads the image 
data from the edit image file, and writes, in the 
5 script data 1402, the image ID that corresponds to the 
image data that are used in the document 1401. When 
the editing process is completed, the script data 1402 
are stored in the temporary area of the HDD 1009 or in 
the RAM 1002. 

10 The user prepares document data by repeating step 

S1806 as many times as desired. If the display/edit 
image is stored in the center server 102 while an 
electronic watermark is applied, the image may be 
processed at steps S1804 to S1806 while the electronic 

15 watermark is maintained in the image, as in the image 
data 1403 in Fig. 14. 

At steps SI 807 and SI 808, the temporary order 
dispatching process and the receiving process are 
performed. For these processes, the sub-order 802 and 

20 the order item 803 that constitute the print order are 
transmitted by the client computer 101 to the center 
server 102, and are stored there. 

At step S1807, the user employs the KB 1008 to 
select one or more sets of document data to be printed, 

25 adds information, such as the number of print copies, 

and instructs the data process means 501 to dispatch an 
order. The data process means 501 reads, from the HDD 
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1009 or the RAM 1002, the script that corresponds to 
the document data designated by the user, and transmits 
the script to the expansion means 503. The expansion 
means 503 transmits an instruction to the document 
service means 401 of the center server 102 to start the 
order receiving means 403. Upon receiving this 
instruction, the document service mens 401 reads the 
order receiving means 403 from the HDD 1009 and writes 
it to the RAM 1002 for execution, and then transmits to 
the order receiving means 403 the script received from 
the expansion means 503. 

At step S1808, the order receiving means 403 
analyzes the script that is received from the document 
service means 401 at step S1807, extracts the 
information, such as edit information or an image ID, 
that constitutes the sub-order 802 in Fig. 8, and 
enters the extracted information in the order 
management table 416. At this time, the order ID 902 
is provided by using the user ID of the user, and is 
stored in the RAM 1002. In addition, the order 
receiving means 403 confirms that each image ID 
extracted in the above process is present in the 
original image location management table 412. This 
process is performed to prevent the occurrence of a 
print disabled state because an image has already been 
deleted. If the image ID is not present, an error 
message is transmitted to the expansion means 503. The 
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expansion means 503 "then displays the contents of the 
error on the CRT 1006 to notify the user". 

At steps S1809 and S1810, to prepare the complete 
order, necessary information is added to the temporary 
5 order that is received at step S1807 or S1808. 

At step S1809, the order receiving means 403 
examines the server management table 413 to obtain the 
server ID of the print server, and transmits, to the 
expansion means 503, the server ID with the order ID 

10 that is stored at step S1808. The expansion means 503 
then displays the list of server IDs on the CRT 1006, 
and the user employs the KB 1008 to select a desired 
print server as a print output destination. 
Thereafter, the expansion means 503 transmits, to the 

15 order receiving means 403, the server ID of the 
selected print server. 

At step S1810, the order receiving means 403 
calculates an output cost and performs the accounting 
process, stores, in the order management table 416, the 

20 received server ID and the number of print copies, and 
completes the print order. 

By means of the above described processing, the 
print order is dispatched by the client computer 101 to 
the center server 102. 

25 When the data process means 501 and the expansion 

means 503 are not employed, the order dispatching 
process can be performed in the following manner. The 
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document service means 401 of "the center server 102 
displays the display image and its image ID directly on 
the network browsing means 502. Then, the user employs 
the KB 1008 to enter, directly to the network browsing 
means 502, print order data such as the image ID and 
the server ID of the output destination print server 
121. The network browsing means 502 then transmits the 
received data to the order receiving means 4032 of the 
center server 102. 

< Image collection destination determining process> 

After the print order is dispatched in the print 
order dispatching process, the center server 102 issues 
a print request to the output destination print server 
121. At this time, the center server 102 specifies the 
image server 111 and the print server 121 in which is 
stored the print original image that is identified by 
the image ID included in the print order. If the print 
original image is present in a plurality of servers, a 
server is selected that requires the lowest cost for 
transmitting the image via the center server 102 to the 
destination print server 121. 

The image collection means 405 controls the above 
described process. When the order dispatching process 
is completed, the image collection means 405 is read 
from the HDD 1009 by the order receiving means 403 and 
is written to the RAM 1002 for execution. At this 
time, the order ID of the print order that the order 
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receiving means 403 received in the order dispatching 
process is transmitted to the image collection means 
405. 

Fig. 19 is a flowchart for explaining the image 
collection destination determining processing performed 
by the image collection means 405. 

At step S1901, the image collection means 405 
examines the order management table 406 by using the 
order ID received from the order receiving means 403 , 
obtains the data for the print order, stores the data 
contents in the RAM 1002, and enters them in the order 
status table 415. Among the data entered in the order 
status table 415, the status 204 of the data for which 
a value is entered as the image ID is set as "before 
image collection. " The status 204 of the data for 
which no value is entered as the image ID is set as 
"image collection ON". This setting process 
corresponds to the preparation for the processing that 
will be described below to precisely collect all the 
images required for printing. 

At step S1902, the data entered in the order 
status table 415 at step S1901 are sequentially read, 
and the storage location of the print original image is 
examined, then the image server or the print server 121 
is selected to transmit the original image therefrom. 
A detailed explanation for this process will be given 
later while referring to the flowchart in Fig. 20. 
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At step S1903, the data processed at step S1901 
are again examined. If image collection is no longer 
required, the order process management means 406 is 
started to transmit the order to the print server 121. 
5 A detailed explanation for this process will be given 
later while referring to the flowchart in Fig. 21. 

Through the above processing, the process for, 
upon receiving the print server, transmitting the 
original image transmission request to the image server 
10 111 or to the print server 121, which is the storage 
destination of the image ID included in the print 
order, and the process for setting the order status 
data are terminated. 

Fig. 20 is a flowchart for explaining the 
15 collection destination determining process performed at 
step S1902 in the image collection destination 
determining processing in Fig. 19. 

At step S301, the data for one print order, stored 
at step S1901 in Fig. 19, is read from the order status 
20 table 415 and is written to the RAM 1002. 

At step S302, a check is performed to determine 
whether data for all the print orders stored at step 
S1901 in Fig. 19 have been read. If no unprocessed 
data is found, the processing is thereafter terminated. 
25 At step S303, a check is performed to determine 

whether a value has been entered for the image ID 203 
in the order status table 415 stored at step S301. If 
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a value has been entered for "the image ID 203, program 
control advances to step S304. If no value has been 
entered, program control returns to step S301 to obtain 
data of the next print order. 
5 At step S304, the order status table 415 is 

examined to determine whether there are data, other 
than the current data, for which the same order ID 201 
has been is entered, whether the value for the image ID 
203 is the same as that stored at step S301, and 

10 whether the status 204 is "image collection ON". 

When it is ascertained at step S305 that, as the 
result obtained at step S304, the data that match the 
search condition at step S305 are found in the order 
status table 415, program control advances to step 

15 S306. If data that match the search condition are not 
found, program control moves to step S307. 

At step S306, since the image collection for the 
pertinent image ID is currently being performed in the 
current print order, "image collection ON" is set as 

20 the status 204 for the order status data stored at step 
S301. Program control then returns to step S301. 

At step S307, the original image location 
management table 412 is examined by using the image ID 
of the order status data stored at step S301. One or 

25 more sets of data having the pertinent image ID are 

extracted and are stored in the RAM 1002 as an array. 
When it is ascertained at step S308 that, as the 
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results obtained at step S307, one or more sets of 
corresponding data are found in the original image 
location management table 412, program control advances 
to step S310. If no corresponding data are found, 
5 program control goes to step S309. 

At step S309, since an original image that 
corresponds to the image ID is not present, "error" is 
entered as the status 204 for the order status data 
stored at step S301, and that data is written to the 
10 order status table 415. Program control then returns 
to step S301. 

At step S310, one or more data sets that have been 
written as arrays in the original image location 
management table at step S307 are compared in order to 
15 prepare the process for determining which server is 
requested for printing. 

An index value i is used for the data array in the 
original image location management table stored at step 
S307. At step S310, a value of "1", which represents 
20 the first of the arrays, is loaded into the index value 
i. In the following explanation, the i-th data is 
represented as "storage location (i)". 

PRI is a value that represents the lowest image 
obtaining priority order ( i ) in the server management 
25 table 413. At step S310, "1000" is loaded into PRI as 
a value that is larger than the maximum value for the 
image obtaining priority order 1102 that has already 
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been determined in this embodiment. The index value i 
and the PRI are stored in the RAM 1002. 

At step S311, the value of the storage location 
( i ) of the original image location management table 
5 data is compared with the server ID of the print server 
that is the output destination of the print order 
stored in the RAM 1002. When the two values match, it 
is assumed that the original image is present at the 
output destination and that transmission of the 
10 original image is not required. Thus, the original 

image is determined to have been used for printing in 
the print server, and program control goes to step 
S312. 

At step S312, since the original image need not be 
15 collected, "image collection end" is set as the status 
204 for the stored order status data. The process for 
the pertinent order status data is then terminated, and 
program control returns to step S301 . 

At step S313, .the server management table 413 is 
20 examined to find data having the server ID 1101 that 
corresponds to the storage location ( i ) . The image 
obtaining priority order 1102 for the obtained data is 
stored in the RAM 1002. 

At step S314, the image obtaining priority order 
25 stored at step S312 is compared with the PRI value. If 
the value of the image obtaining priority order is 
smaller, the server indicated by the data is selected 
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as the proposed image obtaining destination. Program 
control then goes to step S316. 

At step S315, the index value i is stored in a 
value j in the RAM 1002 and the value of the image 
obtaining priority order of the pertinent data is 
stored in the PRI, so that the server represented by 
the data found at step S314 is determined to be the 
proposed image obtaining destination. 

At step S316, the index value i is increased by 
one to prepare the process for the next original image 
location management data stored in the RAM 1002. If 
the next data are found at step S317, program control 
returns to step S311. But if all the original image 
location management data have been processed, program 
control moves to step S318. 

At step S3 18, the image ID and the storage 
location (j) written in the RAM 1002 are employed to 
prepare a transmitting data file that is constituted by 
the original image transmission request data, which are 
represented by the tag <FTPREQ> in Fig. 13, the print 
order data, which are represented by the tag < ORDER > in 
Fig. 13, a variety of data, which are required for the 
generation of a print image and the process performed 
following the reception of data by the center server 
102, and common data for the head, which is represented 
by the tag < TRANS > in Fig. 13. Thereafter, the 
transmitting data file is stored in the center 
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transmitting box 418 for transmission. 

At step S319, the status 204 is changed to "image 
collection ON" because image collection has been 
requested. Program control then returns to step S301 . 
5 <0rder status table updating process> 

Fig. 21 is a flowchart for explaining the order 
status table updating process performed at step S1903 
during the image collection destination determining 
processing. 

10 At step S2101 and S2102, the order status data in 

the RAM 1002 are processed for each sub-order. In the 
following explanation, sub-order ID(k) is used to 
represent the sub-order ID of the sub-order that is 
being processed. 

15 At step S2101, the statuses of the order status 

data for which the sub-order ID is the same as the sub- 
order ID(k) are examined. If "image collection end" is 
indicated for all the statuses, program control moves 
to step S2102. If there are data having statuses other 

20 than "image collection end", program control moves to 
step S2103. 

At step S2102, "image collection end" is entered 
as the status 204 for the order status data for which 
the sub-order ID is sub-order ID(k), and no value is 
25 entered for the image ID. 

At step S2103, the index value k is added to the 
sub-order ID(k) to process the next sub-order. When 
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all the sub-order IDs have been processed, program 
control advances to step S2104. But if another sub- 
order ID(k+l) is present, program control returns to 
step S2101. 

5 At step S2104, all the order status data for which 

a value has been entered for the sub-order ID 202 and 
no value has been entered in the image ID 203 are 
examined to determine whether the statuses 204 for all 
the data are "image collection end". If all the 
10 statuses are "image collection end", program control 

advances to step S2105. If there are data whose status 
is not "image collection end", program control goes to 
step S2106. 

At step S2105, "image collection end" is entered 
15 as the status 204 for the order status data when no 

value has been entered for the sub-order ID 202 and the 
image ID 203. 

At step S2106, the order status data stored in the 
RAM 1002 is written in the order status table 415. 
20 At step S2107, the order status data for which no 

value has been entered as the sub-order ID 202 and the 
image ID 203 is examined. If "image collection end" is 
entered as the status 204 for the pertinent data, 
program control advances to step S2108. If there are 
25 data for which a status other than "image collection 
end" is entered as the status 204, this processing is 
terminated . 
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<Print: image transmission process> 

In the image collection destination determining 
processing, the image server 111 or the print server 
121 is selected as the print image collection 

5 destination and receives the image transmission request 
data. This selected server transmits, to the center 
server 102, the print image that is identified by the 
image ID designated in the original image transmitting 
request data. This transmission process is performed 

10 by the print image transmitting means 602 of the image 
server 111, or by the print image transmitting means 
705 of the print server 121. Since the print image 
transmitting means 602 and 705 have the same functions, 
the processing performed by the print image 

15 transmitting means 602 of the image server 111 will now 
be described . 

Fig. 22 is a flowchart for explaining the 
processing performed by the print image transmitting 
means 602. When the local transmitting/receiving 

20 control means 603 receives an image transmission 

request data file, the print image transmitting means 
602 is read from the HDD 1009 by the local 
transmitting/receiving control means 603 and is written 
to the RAM 1002 for execution. At this time, the local 

25 transmitting/receiving control means 603 transmits the 
name of the received image transmission request data 
file to the print image transmitting means 602 via the 



RAM 1002. 

At step S2201, the image transmission request data 
file is read based on its file name, which is received 
via the RAM 1002 when the print image transmitting 
means 602 is started. The image ID and the order 
information are extracted from the file and are stored 
in the RAM 1002. 

At step S2202, the original image location 
management table 612 is examined to obtain data whose 
image ID 1201 matches the image ID stored at step 
S2201. The pertinent data are stored in the RAM 1002. 

At step S2203, the watermark information 
management table 615 is examined to find watermark 
management information having an image ID corresponding 
to that of the requested image, "print image" is 
entered as the intended purpose, and "transmission 
time" is entered as the watermark applying timing. The 
search results are stored in the RAM 1002. 

At step S2204, a check is performed to determine 
whether there is watermark management information for 
an electronic watermark that is to be applied at the 
time the print image stored at step S2202 is 
transmitted. If such watermark management information 
is present, it is ascertained that an electronic 
watermark is to be applied. Program control then 
advances to step S2205, whereat the electronic 
watermark is applied to the print image at the time it 
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is transmitted. That is, if an electronic watermark 
was applied to an image when it is registered, the 
application of an electronic watermark is performed 
twice, at the time of "registration" and at the time of 
"transmission". When the copyright holder decides that 
the application of an electronic watermark is not 
required at the time of transmission of the print 
image, program control advances to step S2206 because 
the watermark management information is not registered 
in the registration process. 

At step S2205, an electronic watermark is applied 
to the print original image before it is transmitted. 
First, at step S2203, the watermark management 
information found at step S2203 is read and is written 
to the RAM 2002. Then, the watermarking means 604 is 
started and receives the location of a file, which is 
represented by the path name of the print original 
image file at the storage location 1203 in the original 
image location management table data that are stored at 
step S2202, the watermark management information stored 
in the RAM 1002, and the output destination of the 
image with the watermark. Therefore, the watermarking 
means 604 is requested to apply an electronic 
watermark. If the applied data in the watermark 
management information is, for example, external 
reference data, such as an order ID, the external 
reference data are also transmitted to the watermarking 
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means 604 to request the application of an electronic 
watermark . 

The watermarking means 604 applies, to the 
received image, an electronic watermark that 
5 corresponds to the received watermark management 

information, and transmits the resultant image to the 
RAM 2002 that is designated by the print image 
transmitting means 602. When the watermarking process 
is completed, the watermarking means 604 transmits an 

10 end notification to the print image transmitting means 
602. The processing is thereafter terminated. 

If the watermark applied by the watermarking means 
604 is a removable, visible watermark, the removal 
information for the watermark is output at the same 

15 time. It should be noted, that if the application of 
the watermark is performed twice at the time of 
"registration" and the time of "transmission", and if 
removable, visible electronic watermarks are employed 
both times, the respective removal information is 

20 output. In this embodiment, the watermark is embedded 
in the command area of the image data, as was 
previously described . 

Upon receiving the end notification, the print 
image registration means 601 deletes the watermark 

25 management information in the RAM 2002. 

If an electronic watermark is not applied at step 
S2205, at step S2206 the print original image file, 
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which is indicated by the path name at the storage 
location 1203 for the original image location 
management table data stored at step S2202, is copied 
to the local transmitting box 613. Whereas when an 
5 electronic watermark is applied at step S2205, the 

resultant image output by the watermarking means 604 is 
copied as a print image to the local transmitting box 
613. After the print image file has been copied or 
stored in the local transmitting box 613, the name of 

10 the print image file, and the image ID and the order 

information that are stored at step S2201 are employed 
to prepare a print image transmitting data file shown 
in Fig. 23. This file is stored in the local 
transmitting box 613. 

15 Fig. 23 is a diagram showing the contents of the 

print image transmitting data file that is prepared by 
the print image transmitting means 602 during the above 
original image transmission process. The print image 
transmitting data are identified by the tag <FTP> in 

20 Fig. 23, and the print image employment destination is 
specified by the tag <0RDER> . 
<Print image receiving process> 

In the above described print image transmission 
process, the print image transmitting data are prepared 

25 by the print image transmitting means 602 of the image 
server 111, or by the print image transmitting means 
705 of the print server 121. The obtained data are 
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transmitted via the local transmitting/receiving 
control means 603 or 703 to the center server 102, and 
are accepted by the center transmitting/receiving 
control means 407 at the center server 102. 
5 Upon receiving the print image transmitting data, 

the center transmitting/receiving control means 407 
stores the received data as a print image transmitting 
data file in the center receiving box 419. Thereafter, 
the image collection means 405 is read from the HDD 

10 1009 and is written to the RAM 1002 for execution. 

Then, the name of the print image transmitting data 
file in the center receiving box 419 is transmitted to 
the image collection means 405. Following that, the 
image collection means 405 analyzes the original image 

15 transmitting data file, stores the received image file, 
and updates the order status table. 

Fig. 24 is a flowchart for explaining the above 
described process performed by the image collection 
means 405. The above process will now be explained 

20 while referring to Fig. 24. 

At step S2401, the image collection means 405 
employs the print image transmitting data file, which 
is received from the center transmitting /receiving 
control means 407 when the means 405 is activated, and 

25 writes the contents of the file to the RAM 1002. The 

image collection means 405 analyzes the contents of the 
file and stores, in the RAM 1002, the image ID in the 
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file, the order ID of the order information, and the 
name of the received print image file. 

At step S2402, based on the name of the image file 
stored at step S2401, the pertinent file is copied to 
5 the temporary image storage device 414, and the path 

name of the copied file is stored in the RAM 1002. In 
this embodiment, the print image is stored in the 
temporary image storage device 414 so as to be able to 
cope with a data re-transmission request when the 

10 transmission of the print image from the center server 
102 to the print server 121 fails. However, in this 
case, when a re-transmission request is received the 
print image may be obtained from the source server, so 
that here the print image need not be stored in the 

15 temporary image storage device 414. 

At step S2403, original image location management 
table data are prepared using the image ID and the 
order ID stored at step S2401, and the path name of the 
file stored at step S2402. The obtained table data are 

20 entered in the original image location management table 
412. 

At step S2404, the order status table 415 is 
examined to extract all the data having order IDs 201 
and image IDs 203 that match those stored at step 
25 S2401, and the extracted order status data are stored 
in the RAM 1002. Then, "image collection end" is 
entered as the statuses 204 for the extracted data, and 
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the order status table 415 is updated. 

The processes at steps S2405 to S2408 are 
performed for the individual order status data that are 
stored in the RAM 1002 at step S2404. In the following 
5 explanation, the data to be processed is represented as 
order status data (m), which means data that have the 
m-th index. 

At step S2405, index m is initialized at a value 
of "1" for the sequential processing of the order 

10 status data. 

At step S2406, a check is performed to determine 
whether "image collection end" is entered for the 
statuses 204 for the data represented by the order 
status data (m). If "image collection end" is entered 

15 for all the statuses 204, the order process management 
means 406 is started to transmit the order to the print 
server 121 . The process at step S2406 is the same as 
the order status table updating process performed 
during the original image collection determining 

20 processing in Fig. 21, which is performed by the image 
collection means 405. 

At step S2407, index m is increased by one to 
prepare for the process for the next order status data. 
At step S2408, a check is performed to determine 

25 whether order status data (m) is present in the RAM 

1002. If the order status data (m) is present, program 
control returns to step S2406. If no order status data 



- 122 - 



(m) is found, however, the processing is thereafter 
terminated. 

<Print order transmission process> 

When the print image that is required for printing 
5 the current print order has been prepared by the image 
collection process or the image receiving process, the 
image collection means 405 of the center server 102 
activates the order process management means 406, and 
transmits the order ID of the print order to the order 
10 process management means 406 via the RAM 1002. 

The order process management means 406 prepares 
order transmitting data based on the received order ID, 
and stores the data in the center transmitting box 418 
for transmission of the data to the print server 121. 
15 Fig. 25 is a flowchart for explaining the print 

order transmission process performed by the order 
process management means 406 . 

At step S2501, the received order ID is used to 
examine the order management table 416, and the print 
20 order 801, identified with the order ID, and the lower 
data 802, 803 and 804 are extracted and are stored in 
the RAM 1002. 

At step S2503, the order ID is used to examine the 
order status table 415, and all the order status data 
25 for which the order ID 201 matches the order ID are 
extracted and stored in the RAM 1002. 

The processes at steps S2503 to S2505 are 
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performed for the order status data stored at step 
S2502, for which a value is entered as the image ID 
203. In the following explanation for steps S2503 to 
S2505, the data value of the order status data that is 
5 currently being processed is represented by "image 
ID(q)". 

At step S2503, the image ID(q) is used to examine 
the original image location management table 412. One 
set of original image location management data whose 

10 image ID 1201 matches the image lD(q) is read and 
stored in the RAM 1002. 

At step S2504, in the original image location for 
management data stored in the RAM 1002 at step S2503, 
the storage location 1203 is examined to determine 

15 whether it is the path name of the temporary image 

storage device 411 and whether the order ID included in 
the additional information 412 matches the order ID 
that is currently being processed, or whether the 
storage location 1203 matches the server ID for the 

20 print destination print server 121, which is included 
in the print order data stored at step S2501. If the 
above condition is satisfied, program control advances 
to step S2505. But if the above condition is not 
satisfied, program control returns to step S2503. The 

25 next set of original image location management data for 
which the image ID 1201 matches the image ID(q) is read 
from the original image location management table 412. 
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At step S2505, the path name of the print image 
file, which is entered at the storage location 1203 of 
the original image location management data stored at 
step S2503, is employed to copy the print image file to 
the center transmitting box 418. After the file name 
is copied, it is stored with the image ID(q) in the RAM 
1002. 

At step S2506, the order transmitting data 1312 in 
Fig. 13 is prepared using the print order data stored 
at step S2501, and a plurality of image IDs and the 
file name stored at step S2505. Further, the 
transmitting/receiving header 1311 is added to complete 
the order transmitting data file, which is then stored 
in the center transmitting box 418. At this time, the 
tags and parameters in the order transmitting data 1312 
are edited based on the print order data stored at step 
S2501. 

If the image ID 805 is found in the print order 
data, and if that image ID 805 is included in the image 
IDs and the file name that are stored at step S2505, 
the name of the print image file that is copied to the 
center transmitting box 418 at step S2505 and that 
corresponds to the image ID 805 is edited as the tag 
<CAMLLINK> 1322, shown in Fig. 13, so that the 
relationship between the file name and the print image 
file that is copied to the center transmitting box 418 
at step S2505 can be identified. 
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If "the script 140 is present; as "the edit data 804 
in the print order data, the edit data 804 is converted 
into the internal code 1321. 

In the actual processing, in order to identify, on 
5 the print server 121 side, the user who dispatched the 
print order, the user ID, which is additional 
information included in the print order 801, is 
employed to find user information on the HDD 1009 of 
the center server 102, and the name and the address of 
10 the user are also added to the order data transmitting 
file. 

<Print order receiving process> 

The order transmitting data are prepared by the 
order process management means 406 of the center server 

15 102 during the above print order transmitting process. 
The order transmitting data are transmitted to the 
print server 121 via the center transmitting/ receiving 
control means 407, and are accepted by the local 
transmitting /receiving control means 703 of the print 

20 server 121. 

The local transmitting/receiving control means 703 
of the print server 121 stores the received order 
transmitting data in the local receiving box 714 as an 
order transmitting data file. The print original image 

25 file that is received at the same time is also stored 

in the local receiving box 714. Then, the order output 
management means 701 is read from the HDD 2009 and is 
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written to the RAM 2002 for execution, and the name of 
the order transmitting data file is extracted from the 
local receiving box 714 and transmitted to the order 
output management means 701. The order output 
management means 701 analyzes the order transmitting 
data file, and enters the received print order data in 
the order management table 711. 

Fig. 26 is a flowchart for explaining the print 
order receiving process performed by the order output 
management means 701. 

At step S2601, the name of the order transmitting 
data file received from the local 

transmitting/receiving control means 703 is employed to 
read the data file from the local receiving box 714. 
The contents of the obtained data file are analyzed, 
and the results are stored in the RAM 2002 using the 
same data structure as that used for the print order 
data shown in Fig. 8. In addition, the tag 1322 of the 
print image written in the order transmitting data file 
is extracted, and the print image file name in that tag 
is stored in the RAM 2002 as additional information, 
for the image ID 805, that corresponds to the print 
order data. In addition, before the center server 102 
changes the print order data into the internal code 
during the print order transmission process, the 
internal code of the script 1402 that is written in the 
order transmitting data file is interpreted and is 
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returned to its original form. The obtained data are 
then stored in the RAM 2002. 

The processes at steps S2602 to S2606 are 
performed for the individual image IDs in the print 
order data stored at step S2601 . The image ID that is 
being processed is represented by "image ID(p)", and 
the print image file name corresponding to the image 
ID(p) is represented by "print image file name(p)". 

At step S2602, a check is performed to determine 
whether a value has been entered as the print image 
file name (p), i.e., whether the print image file has 
been received from the center server 102. If a value 
is entered, program control advances to step S2603. I 
no value has been entered, program control moves to 
step S2604. 

At step S2603, the print image file that is 
identified using the print image file name (p) is 
extracted from the local receiving box 714, and is 
copied to the print spool 712. After the copying the 
file name is stored in the RAM 2002. 

At step S2604, the original image location 
management table 75 is examined to obtain data for 
which the image ID 1201 matches the image ID(p). 
Thereafter, the obtained data are stored in the RAM 
2002. 

At step S2605, the print original file that is 
identified using the file name that is stored at the 
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storage location 1203 at step S2604 is extracted from 
the print original image storage device 716. The print 
original file is then copied as a print original image 
to the print spool 712, and the order ID is stored as 
additional information for the image file that is 
copied to the print spool 712. After the copying the 
file name is stored in the RAM 2002. 

At step S2606, the data (represented by 
"imagetab()" in Fig. 14) in which the file name of the 
image ID(p) is written is extracted from the script 
stored at step S2601. The file name in the data is 
replaced by the name of the print image file that is 
stored in the print spool 712 at either step S2603 or 
S2604. 

At step S2607, the print order data stored at step 
S2601 is entered in the order management table 711. 
The print order data includes the script data that are 
edited as the edit data 804 at step S2606. 
<Printing process> 

Fig. 27 is a flowchart for the print order 
printing process performed by the order output 
management means 701 of the print server 121. in the 
printing process, when an operator enters an 
instruction using the KB 2008, the order output 
management means 701 is read from the HDD 2009 and is 
written in the RAM 2002 for execution. 

At step S2701, the order output management means 
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701 reads the order management table 711, and displays, 
on the CRT 2006, the order IDs of all the print orders 
801 in the order management table 711. 

At step S2702, the operator uses the KB 2008 to 
select the order ID of a desired print order. 
Thereafter, the selected order ID is stored in the RAM 
2002. 

At step S2703, the printing for the order is 
performed, and result data that indicates a printing 
success or a failure are returned to the order output 
management means 701. During this process, both the 
print image is generated, and a removable, visible 
watermark is removed. A detailed explanation of this 
process this will be given later. 

At step S2704, the order ID stored at step S2702 
and an end notification received from the print control 
means 702 at step S2703 are used to edit the print 
result notification data 1318. And the 
transmitting/receiving header 1311 is added to the 
notification data 1318 to form the printing result 
notification data file, which is stored in the local 
transmitting box 713. Furthermore, the print order 
data that corresponds to the pertinent order ID is 
deleted from the order management table 711, and the 
script used for printing and the image file for which 
the order ID is provided as additional information are 
deleted from the print spool 712. 



- 130 - 



The process from step S2702 to S2704 is repeated 
as many times as the operator desires. 

The process at step S2703 in the printing process 
will now be described while referring to the detailed 
flowchart in Fig. 29. 

At step S2901, the order management table 711 is 
read, based on the order ID stored at step S2702. The 
script, which is the edit data 804 for the print order 
that corresponds to the order ID, is read and is stored 
as a file in the print spool 712. 

At step S2902, the print control means 702 is read 
from the HDD 2009 and written in the RAM 2002 for 
execution, and the script file name is transmitted to 
the print control means 702 . 

At step S2903, the print control means 702 reads 
the script file from the print spool 712 and analyzes 
it. Then, all the print image file names written in 
the script that is required for printing are extracted 
and stored in the RAM 2002. 

The processes at steps S2904 to S2906 are 
performed for all the file names that are extracted and 
stored in the RAM 2002. 

At step S2904, a print image file that corresponds 
to one of the file names that were extracted at step 
S2903 is obtained from the print spool 712 and stored 
in the RAM 2002. 

At step S2905, a check is performed to determine 
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whether a removable, visible watermark that must be 
removed for printing has been applied to the print 
image stored at step S2904. If the watermark must be 
removed, program control advances to step S2906. If 
the watermark need not be removed, program control goes 
to step S2907. In this embodiment, in the print image 
transmitting process, a removable, visible watermark is 
applied when a request for the distribution of the 
print image is issued, and the watermark removal 
information is stored in the image file. Therefore, 
the need to remove the watermark is determined 
depending on whether the removable, visible watermark 
removal information has been stored in the image file. 

At step S2906, the removable, visible watermark 
that was applied at the time of transmission is removed 
from the print image. First, the removal information 
is obtained from the image file in the RAM 2002 and is 
newly stored in the RAM 2002. Then the watermarking 
means 706 is started, and receives the image file and 
the removal information in the RAM 2002, and the 
location of the RAM 2002 that is used as the output 
destination for the image from which the watermark has 
been removed. In this manner, the watermark means 706 
is requested to remove the electronic watermark. 

The watermarking means 706 employs the received 
removal information to remove the visible watermark 
from the received image, and the resultant image is 
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transmitted to the RAM 2002 that is designated as the 
output destination. Following this, the watermarking 
means 706 transmits an end notification to the print 
control means 702, and the process is thereafter 
5 terminated. Upon receiving the end notification, the 

print control means 702 deletes the removal information 
from the RAM 2002, and the image file that is stored at 
step S2904 and to which the visible watermark was 
applied. 

10 At step S2907, a check is performed to determine 

whether the process at steps S2904 to S2906 has been 
completed for all the image files that are extracted 
for printing at step S2903. When all the image files 
have ben processed, program control advances to step 

15 S2908. When there are unprocessed image files, program 
control returns to step S2904 to process the next image 
file. 

At step S2908, print data are prepared by using 
the script file and the print image obtained at step 
20 S2907. When the removal of the visible watermark is 
performed for the print image, the image in the RAM 
2002, which is the output results obtained by the 
watermarking means 706 at step S2906, is employed. If 
the removal of the watermark is not performed for the 
25 print image, the image written in the RAM 2002 at step 
S2904 is employed. 

At step S2909, the print data prepared at step 
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S2908 are transmitted to the PRTC 2011, which then 
outputs the data to the PRT 2012. 

At step S2910, when the printing has been 
completed, the print control means 702 deletes the 
5 print data and the image from which the watermark has 

been removed, and transmits a print end notification to 
the order output management means 701 . 

The printing requested using the print order is 
performed in the above described manner while referring 
10 to Figs. 27 and 29. 

The processing in Fig. 29 can not be halted unless 
the operator performs the error recovery process for 
the printer. Furthermore, during the error recovery 
process, the operator can not access the print data and 
15 print images stored in the print server 121. 

In addition, the process beginning at the print 
start at step S2702 and continuing up to the print end 
at step S2704 may be protected from being halted by the 
operator, so that it is possible to provide further 
20 protection for images. 

So long as the print original image is stored in 
the print original image storage device 716 by the 
image registration means 704, and the image data is 
stored in the original image location management table 
25 715, the print order data can be prepared by the print 
image registration means 704, or the order output 
management means 701, and can be entered in the order 
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management table 711. In addition, the print order 
data stored in the table 711 can be employed for 
printing upon the order of the output management means 
701 and the print control means 702. 
5 In this case, the data exchange with the center 

server 102 and the order dispatching process performed 
by the client computer 101 are not always required. 

The printing process is completed in the above 
described manner; however, if, before the printing 
10 process at step S2909, a preview image that conforms to 
the print image is to be displayed on the CRT 2006, the 
file having the file name extracted at step S2903, 
i.e., the image file to which the watermark has been 
applied, is employed to generate the preview image. As 
15 a result, the illegal employment of copyrighted data 

when a hard copy of an image is employed for a display 
on the CRT 2006 can be prevented. 
<Print end process in center server> 

When the printing is successful, the center 
20 transmitting/receiving control means 407 of the center 
server 102 receives, from the print server 121, a print 
end notification data file that is prepared at step 
S2704. The received print end notification data file 
is stored in the center receiving box 419, and the 
25 order process management means 406 is read from the HDD 
1009 and written to the RAM 1002 for execution. The 
name of the print end notification data file is stored 
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in the RAM 1002 , and is transmitted via the RAM 1002 to 
the order process management means 406. In this 
manner, the print end process in the center server is 
performed. 

5 Fig. 28 is a flowchart showing the print end 

process performed by the order process management means 
406 of the center server 102 . 

At step S2801, the print end notification data 
file is read, based on its file name that is received 
10 from the center transmitting/receiving control means 

407, and the order ID is extracted from the file and is 
stored in the RAM 1002. 

The order status table 415 is examined using the 
order ID, and "print end" is set as the statuses 204 
15 for all the order status data for which the order ID 
201 matches the order ID stored in the RAM 1002. The 
order status table is then updated, and the image ID 
203 of the order status data is stored in the RAM 1002. 
The process at steps S2802 to S2805 is performed 
20 for the individual image IDs stored at step S2801. 

Among the image IDs stored in the RAM 1002, an image ID 
that is currently being processed is represented by 
"image lD(s)". 

At step S2802, the original image location 
25 management table 412 is examined, based on the image 
ID(s) and the order ID, to obtain the original image 
location management data for which the image ID 1201 
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matches the image ID(s), and the order ID included in 
the additional information 1204 matches the order ID 
stored in the RAM 1002. The original image location 
management data are stored in the RAM 1002. 
5 At step S2803, a check is performed to determine 

whether storage location ( j ) is the path name that 
represents the image file in the temporary image 
storage device 414. If the storage location (j) is the 
path name, program control advances to step S2804. If 

10 the storage location (j) is not the path name, program 
control goes to step S2805. The image file in this 
case the one for which the print image is not 
transmitted because the print original image is stored 
in the print server 121. 

15 At step S2804, the image file that is represented 

by the path name at the storage location ( j ) is deleted 
from the temporary image storage device 414. 

At step S2805, the pertinent original image 
location management data in the original image location 

20 management table 412 are deleted. 

At step S2806, a check is performed to determine 
whether all the image IDs stored at step 2801 have been 
processed. If all the image IDs have been processed, 
the print end process is terminated. If there are 

25 unprocessed image IDs, program control returns to step 
S2802 to process the next image. 

As is described above, according to the present 
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invention, "the intent of the copyright holder is 
precisely reflected in the protection provided for the 
copyright of the data. 

In addition, the copyright can be protected in 
accordance with the intended purpose of data. 

Furthermore, during the printing or the displaying 
process, the copyright can be protected at the output 
device . 
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WHAT IS CLAIMED IS: 

1. An information processing apparatus 
comprising: 

storage means for storing data; 
5 electronic watermarking means for applying an 

electronic watermark to said data stored in said 
storage means; 

instruction means for instructing said electronic 
watermark means to employ a timing for applying an 
10 electronic watermark to said data; and 

setting means for arbitrarily setting said timing 
for each data set stored in said storage means. 



2 . An information processing apparatus according 
to claim 1, further comprising: 

communication means for transmitting said data 
stored in said storage means, 

wherein said setting means is capable of 
arbitrarily setting at least a timing for transmitting 
said data from said communication means, and a timing 
for storing said data in said storage means. 

3. An information processing apparatus according 
to claim 1, further comprising: 

output means for outputting said data from said 
storage means; 

wherein said setting means is capable of 
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arbitrarily setting at least a timing for outputting 
said data from said output means, and a timing for 
storing said data in said storage means. 

5 4. An information processing apparatus according 

to claim 3, wherein said output means outputs data 
after an electronic watermark has been removed from 
said data. 



10 5. An information processing apparatus according 

to claim 4, further comprising: 

display means for providing a display based on 
said data output by said output means, 

wherein said display means displays said data 
15 while an electronic watermark is applied for said data, 
and 

wherein said output means outputs data after an 
electronic watermark has been removed from said data. 



20 6. An information processing apparatus according 

to claim 3, wherein said output means outputs said data 
by using an output device that is capable of 
communicating with said information processing 
apparatus . 

25 

7. An information processing apparatus according 
to claim 6, wherein said output means employs said 



- 140 - 



output device to remove an electronic watermark from 
data and to output the resultant data. 

8. An information processing apparatus according 
5 to claim 6, wherein, when the output of said data is 

completed, said output device deletes data received 
from said information processing apparatus. 

9 . An information processing apparatus according 
10 to claim 6, wherein, during the data output process, 

said output device does not halt said data output 
process even upon receiving of a halting instruction. 

10. An information processing apparatus according 
15 to claim 1, wherein said electronic watermarking means 

is capable of using a plurality of methods to apply an 
electronic watermark, and 

wherein said setting means is capable of 
designating an electronic watermarking method for said 
20 data. 



11. An information processing apparatus according 
to claim 10, wherein said plurality of electronic 
watermarking methods include at the least a first 
25 method for employing an electronic watermark as visible 
information, and a second method for employing an 
electronic watermark as invisible information. 
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12. An information processing apparatus according 
to claim 10, wherein said plurality of electronic 
watermarking methods include at the least a third 
method for employing an electronic watermark as 
5 removable information, and a fourth method for 

employing an electronic watermark as unremovable 
information. 



13. An information processing apparatus according 
to claim 1, wherein said setting means is capable of 
designating watermark information that is to be applied 
to said data by said electronic watermarking means, and 

wherein said electronic watermarking means 
applies, to said data, said watermark information 
designated by said setting means. 

14. An information processing apparatus according 
to claim 13, further comprising: 

management means for managing said watermark 
information designated by said setting means, 

wherein said electronic watermarking means is 
capable of employing a plurality of electronic 
watermarking methods, and 

wherein said management means employs a common 
form to manage said watermark information, regardless 
of whether said watermark information has a different 
form. 
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15. A communication network comprising: 

an information processing apparatus for applying 
an electronic watermark for data; and 

an output device for outputting data, 
5 said information processing apparatus including 

storage means for storing data, 

electronic watermarking means for applying an 
electronic watermark to said data stored in said 
storage means, 
10 instruction means for instructing said 

electronic watermark means to employ a timing for 
applying an electronic watermark to said data, and 

setting means for arbitrarily setting said 
timing for each data set stored in said storage means. 

15 

16. A communication network according to claim 
15, further comprising: 

communication means for transmitting to said 
output device said data stored in said storage means, 
20 wherein said setting means is capable of 

arbitrarily setting at least a timing for transmitting 
said data from said communication means, and a timing 
for storing said data in said storage means. 

25 17. A communication network according to claim 

15, wherein said setting means is capable of 
arbitrarily setting at least a timing for outputting 
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said data from said output device, and a timing for 
storing said data in said storage means. 

18. A communication network according to claim 
15, wherein said output device outputs data after an 
electronic watermark has been removed from said data. 

19. A communication network according to claim 
15, further comprising: 

a display device for providing a display based on 
said data output by said output device, 

wherein said display device displays said data 
while an electronic watermark is applied for said data, 
and 

wherein said output device outputs data after an 
electronic watermark has been removed from said data. 

20. A communication network according to claim 
15, wherein, when the output of said data is completed, 
said output device deletes data received from said 
information processing apparatus. 

21. A communication network according to claim 
15, wherein, during the data output process, said 
output device does not halt said data output process 
even upon receiving of a halting instruction. 
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22. A communication network according to claim 
15, wherein said electronic watermarking means is 
capable of using a plurality of methods to apply an 
electronic watermark, and 
5 wherein said setting means is capable of 

designating an electronic watermarking method for said 
data. 



23. A communication network according to claim 
22, wherein said plurality of electronic watermarking 
methods include at the least a first method for 
employing an electronic watermark as visible 
information, and a second method for employing an 
electronic watermark as invisible information. 

24. A communication network according to claim 
22, wherein said plurality of electronic watermarking 
methods include at the least a third method for 
employing an electronic watermark as removable 
information, and a fourth method for employing an 
electronic watermark as unremovable information. 



25. A communication network according to claim 
15, wherein said setting means is capable of 
25 designating watermark information that is to be applied 
to said data by said electronic watermarking means, and 

wherein said electronic watermarking means 
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applies, to said data, said watermark information 
designated by said setting means. 

26. A communication network according to claim 
5 25, further comprising: 

management means for managing said watermark 
information designated by said setting means, 

wherein said electronic watermarking means is 
capable of employing a plurality of electronic 
10 watermarking methods, and 

wherein said management means employs a common 
form to manage said watermark information, regardless 
of whether said watermark information has a different 
form. 

15 

27. A control method for an information 
processing apparatus comprising: 

a storage step of storing data; 

an electronic watermarking step of applying an 
20 electronic watermark to said data stored at said 
storage step; 

an instruction step of instructing said electronic 
watermark means to employ a timing for applying an 
electronic watermark to said data; and 
25 a setting step of arbitrarily setting said timing 

for each data set stored at said storage step. 
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28. A control method according to claim 27, 
further comprising: 

a communication step of transmitting said data 
stored at said storage step, 
5 wherein at said setting step, at least a timing 

for transmitting said data at said communication step, 
and a timing for storing said data at said storage step 
are capable of being arbitrarily set. 

10 29. A control method according to claim 27, 

further comprising: 

an output step of outputting said data at said 
storage step, 

wherein at said setting step, at least a timing 
15 for outputting said data at said output step, and a 

timing for storing said data at said storage step are 
capable of being arbitrarily set. 

30. A control method according to claim 29, 

20 wherein at said output step, data are output after an 
electronic watermark has been removed from said data. 

31. A control method according to claim 30, 
further comprising: 

25 a display step of providing a display based on 

said data output at said output step, 

wherein at said display step, said data are 
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displayed while an electronic watermark is applied for 
said data, and 

wherein at said output step, data are output after 
an electronic watermark has been removed from said 



32. A control method according to claim 29, 
wherein at said output step, said data are output by 
using an output device that is capable of communicating 

10 with said information processing apparatus. 

33. A control method according to claim 32, 
wherein at said output step, said output device is 
employed to remove an electronic watermark from data 

15 and to output the resultant data. 

34. A control method according to claim 32, 
wherein, when the output of said data is completed, 
said output device deletes data received from said 

20 information processing apparatus. 

35. A control method according to claim 32, 
wherein, during the data output process, said output 
device does not halt said data output process even upon 

25 receiving of a halting instruction. 



36. A control method according to claim 27, 



- 148 - 



wherein at said electronic watermarking step, a 
plurality of methods are available to apply an 
electronic watermark, and 

wherein at said setting step, an electronic 
5 watermarking method for said data is capable of being 
designated. 

37. A control method according to claim 36, 
wherein said plurality of electronic watermarking 
10 methods include at the least a first method for 
employing an electronic watermark as visible 
information, and a second method for employing an 
electronic watermark as invisible information. 

15 38. A control method according to claim 36, 

wherein said plurality of electronic watermarking 
methods include at the least a third method for 
employing an electronic watermark as removable 
information, and a fourth method for employing an 

20 electronic watermark as unremovable information. 

39. A control method according to claim 27, 
wherein at said setting step, watermark information 
that is to be applied to said data at said electronic 
25 watermarking step is capable of being designated, and 

wherein at said electronic watermarking step, said 
watermark information designated at said setting step 
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is applied to said data. 

40- A control method according to claim 39, 
further comprising: 
5 a management step of managing said watermark 

information designated at said setting step, 

wherein at said electronic watermarking step, a 
plurality of electronic watermarking methods are 
available, and 

10 wherein at said management step, a common form is 

employed to manage said watermark information, 
regardless of whether said watermark information has a 
different form. 

15 41. A control method for a communication network, 

which includes an information processing apparatus 
which is capable of applying an electronic watermark 
for data and an output device that is capable of 
outputting data, said control method comprising: 
20 a storage step of storing data; 

an electronic watermarking step of applying an 
electronic watermark to said data stored at said 
storage step; 

an instruction step of instructing said electronic 
25 watermark means to employ a timing for applying an 
electronic watermark to said data; and 

a setting step of arbitrarily setting said timing 
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for each data set stored at said storage step. 

42. A control method according to claim 41, 
further comprising: 

5 a communication step of transmitting, to said 

output device, said data stored at said storage step, 
wherein at said setting step, at least a timing 
for transmitting said data at said communication step, 
and a timing for storing said data at said storage step 
10 are capable of being arbitrarily set. 

43. A control method according to claim 41, 
wherein at said setting step, at least a timing for 
outputting said data from said output device, and a 

15 timing for storing said data at said storage step are 
capable of being arbitrarily set. 

44. A control method according to claim 41, 
wherein said output device outputs data after an 

20 electronic watermark has been removed from said data. 

45. A control method according to claim 41, 
wherein said communication network further comprises: a 
display device for providing a display based on said 

25 data output by said output device, 

wherein said display device displays said data 
while an electronic watermark is applied for said data, 
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and 

wherein said output device outputs data after an 
electronic watermark has been removed from said data. 



5 46. A control method according to claim 41, 

wherein, when the output of said data is completed, 
said output device deletes data received from said 
information processing apparatus. 

10 47. A control method according to claim 41, 

wherein, during the data output process, said output 
device does not halt said data output process even upon 
receiving of a halting instruction. 

15 48. A control method according to claim 41, 

wherein at said electronic watermarking step, a 
plurality of methods are available to apply an 
electronic watermark, and 

wherein at said setting step, an electronic 

20 watermarking method for said data is capable of being 
designated. 

49. A control method according to claim 48, 
wherein said plurality of electronic watermarking 
25 methods include at the least a first method for 
employing an electronic watermark as visible 
information, and a second method for employing an 
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electronic watermark as invisible information. 

50. A control method according to claim 48, 
wherein said plurality of electronic watermarking 
5 methods include at the least a third method for 
employing an electronic watermark as removable 
information, and a fourth method for employing an 
electronic watermark as unremovable information. 

10 51. A control method according to claim 41, 

wherein at said setting step, watermark information 
that is to be applied to said data at said electronic 
watermarking step is capable of being designated, and 

wherein at said electronic watermarking step, said 

15 watermark information designated at said setting step 
is applied to said data. 

52. A control method according to claim 51, 
further comprising: 
20 a management step of managing said watermark 

information designated at said setting step, 

wherein at said electronic watermarking step, a 
plurality of electronic watermarking methods are 
available, and 

25 wherein at said management step, a common form is 

employed to manage said watermark information, 
regardless of whether said watermark information has a 
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different form. 

53 . A storage medium on which a computer-readable 
control program is stored to control an information 

5 processing apparatus, said control program comprising: 
a storage step of storing data; 

an electronic watermarking step of applying an 
electronic watermark to said data stored at said 
storage step; 

10 an instruction step of instructing said electronic 

watermark means to employ a timing for applying an 
electronic watermark to said data; and 

a setting step of arbitrarily setting said timing 
for each data set stored at said storage step. 

15 

54. A storage medium according to claim 53, 
wherein said control program further comprises a 
communication step of transmitting said data stored at 
said storage step, and 

20 wherein at said setting step, at least a timing 

for transmitting said data at said communication step, 
and a timing for storing said data at said storage step 
are capable of being arbitrarily set. 

25 55. A storage medium according to claim 53, 

wherein said control program further comprises an 
output step of outputting said data at said storage 
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step , and 

wherein at said setting step, at least a timing 
for outputting said data at said output step, and a 
timing for storing said data at said storage step are 
5 capable of being arbitrarily set. 

56. A storage medium according to claim 55, 
wherein at said output step, data are output after an 
electronic watermark has been removed from said data. 

10 

57. A storage medium according to claim 56, 
wherein said control program further comprises a 
display step of providing a display based on said data 
output at said output step, 

15 wherein at said display step, said data are 

displayed while an electronic watermark is applied for 
said data, and 

wherein at said output step, data are output after 
an electronic watermark has been removed from said 

20 data. 



58. A storage medium according to claim 55, 
wherein at said output step, said data are output by 
using an output device that is capable of communicating 
25 with said information processing apparatus. 



59. A storage medium according to claim 55, 
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wherein at said output step, said output device is 
employed to remove an electronic watermark from data 
and to output the resultant data. 

5 60. A storage medium according to claim 53, 

wherein at said electronic watermarking step, a 
plurality of methods are available to apply an 
electronic watermark, and 

wherein at said setting step, an electronic 
10 watermarking method for said data is capable of being 
designated. 

61. A storage medium according to claim 60, 
wherein said plurality of electronic watermarking 
15 methods include at the least a first method for 
employing an electronic watermark as visible 
information, and a second method for employing an 
electronic watermark as invisible information. 

20 62. A storage medium according to claim 60, 

wherein said plurality of electronic watermarking 
methods include at the least a third method for 
employing an electronic watermark as removable 
information, and a fourth method for employing an 

25 electronic watermark as unremovable information. 



63. A storage medium according to claim 53, 
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wherein at said setting step, watermark information 
that is to be applied to said data at said electronic 
watermarking step is capable of being designated, and 

wherein at said electronic watermarking step, said 
5 watermark information designated at said setting step 
is applied to said data. 

64. A storage medium according to claim 63, 
wherein said control program further comprises a 
10 management step of managing said watermark information 
designated at said setting step, 

wherein at said electronic watermarking step, a 
plurality of electronic watermarking methods are 
available, and 

15 wherein at said management step, a common form is 

employed to manage said watermark information, 
regardless of whether said watermark information has a 
different form. 
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ABSTRACT OF THE DISCLOSURE 

In order to protect the copyright of data in 
accordance with the intent of a copyright holder, an 
arbitrary timing can be set for the application of an 
5 electronic watermark to data. For example, a data 

registration timing, a data communication timing or a 
data output timing can be arbitrarily selected. 
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